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Requirements and Techniques

Aim:

Support and guide developers in choosing appropriate security requirements and
techniques for the task at hand.

Method:

A](B] Analysis of existing standards for safety and security from other domains
and proposed automotive security frameworks

c] Literature review of resilience techniques and taxonomies

D| Security assessment of disclosed attacks




Example

TARA Classification
Item Threat Knowledge ...
Braking Spoofing Standard 5 Security Level
Braking Tampering  Restricted ... :>
Speed Gauge  Spoofing Standard 3




Example: HEAVENS

Classification

Asset/Item  Threat Security Level
Speed Spoofing 3
Information
1
Speed Disclosure

High-level security requirements

Technical security requirements

Hardware security requirements Software security requirements

*According to HEAVENS risk assessment framework (/slam, Lautenbach, Sandberg, Olovsson 2016)



I\/Iappmg of Security Levels to Generic Al(B] SWaoe
Requirements

Classification

Selection of security mechanisms

- Authenticity 1 3- SL1 SL2 SL3 SL4
Integrity 3 Authenticity
Non — repudiation| | 2 Message auth, :
Confidentiality =1 1 R Cybersecurity goals
Availability 3 Hardware auth.
L Authorisation 1 “2-

Based on an analysis of existing
standards for safety and security
@\’l from other domains and
proposed automotive security
frameworks

Safety Requirements Cybersecurity requirements

T. Rosenstatter and T. Olovsson, “Open Problems when Mapping Automotive Security Levels to System Requirements”, VEHITS 2018
T. Rosenstatter and T. Olovsson, “Towards a Standardized Mapping from Automotive Security Levels to Security Mechanisms”, ITS-C 2018 8



SL O

SL 1

SL 2

SL 3

SL 4

Integrity

IN.1 [MSG] Message Authentication Code (MAC) with pre-shared key

IN.2 [FW] Verify cryptographic hash of firmware when upgrading

IN.4 [HW] Physical protection against tampering

[
[
IN.3 [FW] Verify cryptographic hash of firmware/functions on boot
[
[

IN.5 [HW] Detection of physical tampering

Authenticity

AU.1 [MSG] Message Authentication Code (MAC) with session key

AU.2 [FW] Verify authenticity of firmware when upgrading using digital signaturesa

AU.3 [FW] Verify authenticity of firmware/functions on boot using digital signaturesa

(SO IS

AU.4 [HW] Verify hardware authenticity

Non-repudiation

NR.1 [MSG] Freshness using counter or timestamp in authenticated message

NR.2 [MSG] Audit logging

NR.3 [MSG] Use of digital signatures for messages (signals)

Confidentiality

CO.1 [MSG] Encryption of messages

CO.2 [FW] Encryption of firmware during transmission”

Availability

AV.1 [MSG] Limited network access — Quality of Service

AV.2 [FW] Watchdog timer

Authorization and

Access Control

AC.1 [MSG] Whitelisting of messages (signals) on gateways

AC.2 [MSG] Whitelisting of messages (signals) on nodes

AC.3 [MSG] Access control on function level

AC.4 [MSG] Deployment of Intrusion Detection Systems

AC.5 [MSG, FW, HW] Logical separational

AC.6 [MSG, FW, HW] Domain isolation

Other requirememsb

OR.1 Fail in known state

OR.2 Information Input Validation

OR.3 Operate with least set of privileges that are necessary

OR.4 Compliance to secure coding guidelines

OR.5 Secure Logging

Verified with a

vehicle
manufacturer




REMIND Resilience Techniques — )

Taxonomy Guidelines

12 ' _ m )
publications
EmEE

LI ] |
I N N

Query scopus Manual review of Collection and classification Guidelines to show how
y Scop 200 most relevant of identified techniques in these techniques can
database L. .
publications returned taxonomy be combined
by scopus

T. Rosenstatter, K. Strandberg, R. Jolak, R. Scandariato and T. Olovsson, “REMIND: A Framework for the Resilient Design of Automotive
Systems”, SecDev 2020
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Resilient Shield
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‘ Communicat =’ Availability %
o SoAuthorization &
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] : aintainability =
internal:can Aotentioin 2
o™e Freshness
Software Privacy

running:firm.. ..

52 disclosed Security analysis 37 high and critical
attacks according to SPMT risk attacks

methodology
[Strandberg2018Securing]

Data Storage

crypto:certificate

[D] K. Strandberg, T. Rosenstatter, R. Jolak, N. Nowdehi and T. Olovsson, “Resilient Shield: Reinforcing the Resilience of Vehicles against Security
Threats”, VTC2021-Spring 12



Resilient Shield

B Resilience patterns
identified in

O
Isolation S m -m
2 Availability B REMIND [18] STRIDE = 2|4 5
SoAuthorization 5 categories a ] 2|8 gl1g|8 %
g&onﬁdgnti)alll_tyg (S)poofing ‘; = @ | g ks Al 3 ;\2 ] £ .w
Xﬁ?ﬁ%‘ﬁlgcf&tyi Potential Threat (T)ampering ; 5 g, g P E BlA|5|g|m 3|8
Freshness Actors (R)epudiation | . 8|e|&| 8 | g < 213|528 : g =
Privacy Financial Actor (FA)  (I)nformation | S | _ | & % :5 2 3 & E| o .‘: 5 g|® SIE|m| < T » |
Foreign Country (FC) Disclosure | § | -2 _5 Olg|p|/m|& 3 '% S| 8 _i* .§ ] E? kS 2lz (M| g8
Cyber Terrorist (CT)  (D)enial of S| 5|58 é Bl E|E|8|< 5|5 E |3 "5‘ g ?D S|E|% 2 g
Assets targeted by attacks with high Insider (IN) service <& E g Zle|3|3l3|8|8|&|5|8|2 g = —5 AR
or critical risk. Hacktivist (HA) (E)levation of °,f’; slalasla :1 glels|s|a|lc|ec|c|c|c|clc|c|R|c |
ToE category:subcategory reference Script Kiddie (SK) privilege CHECENCRRCRNCEECEECERCEECENCENCEECHECERCHNCH NN RO RO RON O RON NG
z|ie|g|lg | g|e(e|jg|vle(g|g(g|jg|jg|ze(g|ge(ele(e(2
Hardware
sensor:camera [34], [35] FC, CT, HA S,D ° o | o o | o
sensor:GNSS [24], [26], [29], [30], [32] FC, CT, HA S e ° ° o | o o | o
sensor:lidar [28], [34] FC, CT, HA S,D ° o | o o | o
sensor:ultrasonic [35] FC, CT, HA S,D ° o | o o | o
Communication
internal:can [40], [44], [46], [47], [49] FA,FC,CT,IN,HA S, T,I,D o o o0 ]|e o | o |0 e o | o ° °
internal:flexray [37] FA, FC, CT, HA S,D ® o | o e | o | o . ° °
external:bluetooth [4], [36] FC, CT, HA S,T,D,E ° . °
external:usb [4] FC, CT, HA S, T, E ° ° °
external:keyfob [22], [23] HA, SK S ° . ° .
external:wifi [5], [33] HA, SK S, I o | o . ° °
external:cellular [3], [4], [41], [45], FC, CT, HA, SK SSTLD,E |e . °

external:obdII [7], [27], [31], [38], [40],
[43], [46], [48]
external:debugpo , 14

Software

running:state [25]

running:firmware [3]-[5], [33], [36],
[39], [41], [45], [51], [52]
instorage:update [4], [36], [41]
instorage:weakcrypto [21], [50], [52]
Data Storage

crypto:certificates [41]

hw:replaced [42]

FC, CT, HA
FC, CT, HA

HA, SK
FC, CT, HA, SK

FC, CT, HA
HA, SK

13
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Extension of AUTOSAR SecOC Profile 3 %

9090/0/l00) 0000060000000

Sender Receiver A wl - REcelver B '

)

s e
- DKPX DEPA

Every
200ms |9

Trade-off

Detailed Analysis +

Synchronisation
Request

Analysis (local vs
centralised
manager)

for Recovery +
Simplified FV

[E] T. Rosenstatter and T. Olovsson, “Extending AUTOSAR’s Counter-based Solution for Freshness of Authenticated Messages in Vehicles”, PRDC 2019 15



Extension of AUTOSAR SecOC Profile 3 %

Frequency of SyncMessages over time

SyncRequest

—SyncRequest
150 - —SyncMessages

<

+ additional security measures

Demonstrator

50 -
SyncMessage sent due to SyncRequest (" 2 5 m S

Time between SyncMessages in ms
—
o
o
I

oL J \
0 5 10 15

Timeins

16



Cooperative Vehicles and Trust

F] |G}

* Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V21) communication

* Increase traffic safety and efficiency

But how can we trust that the information is
correct and accurate enough?

<<(‘ O—O ’))> <<(

O—0O

- ﬁ software bugs and
sensor faults
- Legitimate SW updates

(physically) manipulate

sensors
Compromise sensors or
specific ECUs

7 €52

M. Aramrattana et al., “Team Halmstad Approach to Cooperative Driving in the Grand Cooperative Driving Challenge 2016”, T-ITS 2018
T. Rosenstatter and C. Englund, “Modelling the Level of Trust in a Cooperative Automated Vehicle Control System”, T-ITS 2018 17



A Trust Model for Cooperative Vehicles %

-2 Trust/Reputation model which computes a trust index (Tl) or trust
score considering the following factors:

Legal requirements, e.g., speed Accuracy of reported data

according to regulations /
\ Driving performance, e.g., speed

fluctuation (controller design)

Reaction to misbehaving _—7

vehicles \ Performance in cooperative driving
scenarios and interaction with other

vehicles

18



A Trust Model for Cooperative Vehicles

T1(0,1)

0.95

0.9
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0.8

0.75

0.7
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TImio

finished lane change

280

300 320 340
time t [s]

360
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19



V2C Anomaly Detection E]

‘QBO'T@1 =0.90

Tl,,=0.70
Tl, 5 =0.96

(H] T. Rosenstatter, T. Olovsson and M. Almgren, “V2C A Trust-Based Vehicle to Cloud Anomaly Detection Framework for Automotive Systems”,
ARES 2021
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