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Requirements and Techniques 

Support and guide developers in choosing appropriate security requirements and  
techniques for the task at hand.

Method:

AB Analysis of existing standards for safety and security from other domains 
and proposed automotive security frameworks

C Literature review of resilience techniques and taxonomies

D Security assessment of disclosed attacks

Aim:
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Example

Classification

Security Level
3

TARA
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Example: HEAVENS

High-level security requirements

Technical security requirements

Hardware security requirements Software security requirements

*According to HEAVENS risk assessment framework (Islam, Lautenbach, Sandberg, Olovsson 2016)

Classification

Asset/Item Threat Security Level

Speed Spoofing 3

Speed Information 
Disclosure 1
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Mapping of Security Levels to Generic 
Requirements AB

Classification
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Cybersecurity goals

Cybersecurity requirements

A T. Rosenstatter and T. Olovsson, “Open Problems when Mapping Automotive Security Levels to System Requirements”, VEHITS 2018
B T. Rosenstatter and T. Olovsson, “Towards a Standardized Mapping from Automotive Security Levels to Security Mechanisms”, ITS-C 2018

Safety Requirements

Based on an analysis of existing 
standards for safety and security 

from other domains and 
proposed automotive security 

frameworks
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Identified Mechanisms B

Verified with a 
vehicle 

manufacturer
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REMIND Resilience Techniques C

Guidelines

Query scopus 
database

Manual review of
200 most relevant

publications returned
by scopus

Taxonomy

Collection and classification
of identified techniques in 

taxonomy

Guidelines to show how 
these techniques can

be combined

12
publications

C T. Rosenstatter, K. Strandberg, R. Jolak, R. Scandariato and T. Olovsson, “REMIND: A Framework for the Resilient Design of Automotive
Systems”, SecDev 2020
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REMIND Resilience Techniques C
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Resilient Shield D

52 disclosed 
attacks

37 high and critical 
risk attacks

Security analysis 
according to SPMT 

methodology 
[Strandberg2018Securing]
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Hardware

sensor:camera

Communication

internal:can

Software

running:firmware

Data Storage

crypto:certificate

D K. Strandberg, T. Rosenstatter, R. Jolak, N. Nowdehi and T. Olovsson, “Resilient Shield: Reinforcing the Resilience of Vehicles against Security 
Threats”, VTC2021-Spring
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Resilient Shield D
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E Extension of a freshness mechanism 

FG A trust model for cooperative vehicles

H Anomaly detection framework using Trust 



15

Extension of AUTOSAR SecOC Profile 3 E

Sender Receiver A Receiver B

CAN

Every 
200ms

Detailed Analysis 
for Recovery + 
Simplified FV

Trade-off 
Analysis (local vs 

centralised 
manager)

+ 
Synchronisation 

Request

12291232

E T. Rosenstatter and T. Olovsson, “Extending AUTOSAR’s Counter-based Solution for Freshness of Authenticated Messages in Vehicles”, PRDC 2019
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Extension of AUTOSAR SecOC Profile 3 E

SyncRequest

Demonstrator 
~25ms

+ additional security measures



17

- software bugs and
sensor faults

- Legitimate SW updates

Cooperative Vehicles and Trust

• Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) communication

• Increase traffic safety and efficiency

FG

- (physically) manipulate 
sensors

- Compromise sensors or 
specific ECUs 

But how can we trust that the information is 
correct and accurate enough?

F M. Aramrattana et al., “Team Halmstad Approach to Cooperative Driving in the Grand Cooperative Driving Challenge 2016”, T-ITS 2018
G T. Rosenstatter and C. Englund, “Modelling the Level of Trust in a Cooperative Automated Vehicle Control System”, T-ITS 2018
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A Trust Model for Cooperative Vehicles

àTrust/Reputation model which computes a trust index (TI) or trust 
score considering the following factors:

G

Legal requirements, e.g., speed 
according to regulations

Performance in cooperative driving
scenarios and interaction with other
vehicles

Reaction to misbehaving 
vehicles

Driving performance, e.g., speed 
fluctuation (controller design)

Trust 
Score

[0,1]

Accuracy of reported data
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A Trust Model for Cooperative Vehicles
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V2C Anomaly Detection H

1 2

3

V2V

TI3,1 = 0.90
TI3,2 = 0.70
TI3,3 = 0.96
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H T. Rosenstatter, T. Olovsson and M. Almgren, “V2C A Trust-Based Vehicle to Cloud Anomaly Detection Framework for Automotive Systems”, 
ARES 2021
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