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Thomas Rosenstatter
*Illustrations in overview slides modified from ikea.se assembly manuals
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Classification
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▶Structure to classify security demands
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▶Structure to classify security demands
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SL 1 SL 2 SL 3 SL 4
AC.1 Whitelisting of messages on gateways • • • •
AC.2 Whitelisting of messages on nodes • •
AC.3 Access control on function level • •
AC.4 Deployment of Intrusion Detection Systems • •
AC.5 Logical separation 1 1 2

AC.6 Domain isolation • •
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▶Strict rule-set to fulfil basic security requirements

▶Better understanding of the required mechanisms between
different parties

▶See dependencies between safety and security in an early
stage
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▶ Developed 1983
▶ Restrictions on CAN bus

▷ Highly limited bandwidth
▷ Max. 64 bits payload
▷ Designed without security in mind
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▶ Prevents replays of old messages

▶ Implemented using

▷ Counter/Freshness Value

▷ Current time
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▶ Prevents replays of old messages

▶ Implemented using

▷ Counter/Freshness Value

▷ Current time

▶ Truncation is required

Message Authentication Code

Counter/Freshness Value
Truncated FV

Truncated MAC
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▶ Placement of the Freshness Value Manager (FVM)
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▶ Placement of the Freshness Value Manager (FVM)

Receiver A

Sender

Receiver B
int.FV

int.FV

int.FV

FVM



D����� C������������� � L����������

44

▶ Placement of the Freshness Value Manager (FVM)
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▶ Placement of the Freshness Value Manager (FVM)
▶ Complex Structure of the FV

Freshness Value [max. 64 bits]
Trip

counter
Reset

counter
Message
counter

Reset
flag
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▶ Placement of the Freshness Value Manager (FVM)
▶ Complex Structure of the FV
▶ Determining the Period for sending SyncMessages

▷ Safety critical functions have different requirements
▷ One frequency does not fit all
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▶Placement of the Freshness Value Manager (FVM)
▶Complex Structure of the FV
▶Determining the Period for sending SyncMessages
▶Periodicity of SyncMessages

▷Worst case: ECU needs to wait an entire period
▷ No way to request synchronisation
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Proposed SecOC Profile

Configuration

Configuration 1
data & auth.

information sent
in one message

Application Data (trunc.) FV (trunc.) MAC
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Proposed SecOC Profile

Configuration 2
data & auth.

information sent
separately

Configuration

Application Data

(trunc.) FV (trunc.) MAC
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Proposed SecOC Profile

Sync Mode

Mode 1
periodic

synchronisation
messages

Configuration
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Proposed SecOC Profile

Mode 2
on-demand

requests

Configuration Sync Mode
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Proposed SecOC Profile

Mode 2
on-demand

requests

Configuration Sync Mode
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Receiver A

Sender

Receiver B
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Receiver A
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▶ Faster synchronisation of the FV

▶ Alignment with ISO 26262 (Functional Safety

Standard for Road Vehicles)

▶ Less bandwidth usage

▶ Simplified structure of the FV
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P���� 3P���� 2P���� 1

RQ.2 How to move forward from unique security requirements of
individual systems to predefined security requirements?

RQ.1 How to express security
demands for the design and
development of connected

vehicles?

RQ.3What are suitable security
mechanisms for the automotive
domain and how can they be

used in a framework?

RQ.4What are the limitations
and possible design
considerations when

implementing a freshness
mechanism for authenticated
messages in automotive

systems?
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▶ISO 26262 Road Vehicles -- Functional Safety

▶DO-178 Software Considerations in Airborne Systems and Equipment Certification

▶IEC 62443/ISA 99 Industrial Communication Networks -- Network and System Security

▶TAL Trust Assurance Levels

▶EVITA -- European Project 2009

▶HEAVENS -- Swedish Project 2016

▶(Common Criteria)
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▶IEC 62443/ISA 99 Industrial Communication Networks -- Network and System Security

▶NIST FIPS PUB 199 -- Standard for Security Categorization Federal Information and
Information Systems

▶NIST SP 800-53 -- Security and Privacy Controls for Federal Systems and Organizations

▶Connected Vehicles Pilot Development -- New York City

▶UNECE task force on cybersecurity and over-the-air issues

▶(NHTSA Cybersecurity Best Practices for Modern Vehicles)


