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Security pitfalls: Hyundai case

How I Hacked my Car What was needed?
#kia tthacking f#fcar #IVI #howIHackedMyCar - The Car

The Car Last summer I bought a 2021 Hyundai Ioniq SEL. It is a nice fuel-efficient - Programming Ski”s

hybrid with a decent amount of features like wireless Android Auto/Apple CarPlay,

wireless phone charging, heated seats, & a sunroof. One thing I particularly liked
about this vehicle was the In-Vehicle Infotainment (IVI) system. As I mentioned
before it had wireless Android Auto which seemed to be uncommon in this price range,
and it had pretty nice, smooth animations in its menus which teld me the CPU/GPU in

- Determination

it wasn't completely underpowered, or at least the software it was running wasn't 1
super bloated. Patlence

Read more -

- Cheap off the shelf hardware (e.g., USB to
Ethernet adapter)

Difference to Miller and Valasek:

- Pure focus on the infotainment system from a software side, without disassembling the hardware in the process

- Remote attacks are not demonstrated nor the aim
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Why was this car chosen?

* Economical reasons (fuel efficiency, ...)
* Apple CarPlay, Android Auto

* About the IVI: ”... and it had pretty nice, smooth animations in its menus which
told me the CPU/GPU in it wasn’t completely underpowered, or at least the
software it was running wasn’t super bloated.”

nx



2022-10-26

(1) Engineering mode

Engineering
Mode

|

Get information
about
engineering

* Already extensive work done
and easy to find on the web.

nx

Y Y
USE copy:
soatce || Ve || e
185 copying log software
compenents
M.1 Often 4-digit pin to
wirelessly to cO logs
guess o |o—{ 257 it
(default, easy depends
on year, or time + 6 last l
dlgltS Of SW VerS|On) ___________________________ Analysis of | _ (céigtaciil"ltsﬂllc?gs
: |OQS frgm f‘]ll
[ applications)
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(2) Options

Engineering
Mode

|

Get information
about
engineering
maode options,

 ADB secured, no other ports

’ USB copy for Iogs ADB TCP R %'Z:%?:
* Upgrade individual software oo

Connect
wirelessly to
NOTHING || Android Auto
and do port
scan

copy logs
to USB

!

. logcat file
___________________________ Analysis of ., lcontains logs
' |OQS from all
: applications)
.
: |
1 ]
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(3) Software and L

_______________ Aﬂalysis of ., lcontainslogs _ _ _ __ ____
|OQS from all T
applications)

Audio2V by =
« Software running on the in-vehicle o |
infotainment system is D-Audio2V 1
by Hyundai Mobis ik
 Search for opensource or e
downloads l t
* Parts of the software are open \ v
source e I O :
* Firmware updates are available, patcnes e
but encrypted 1

Firmware is in
zip files which
are encrypted

Thomas Rosenstatter, RISE
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( 4 ) D . Firmware is in
are encrypted
Decrypting Firmware

Brute force Update

* Bruteforce with 8 characters failed.

Use find same
partition.mbn sized files with
file same CRC

* Tool exists, yet the documentation/user

instructions required trial and error and took a
. bkerack pay:rr::lger’s:
lon g time e
roblems |ns:c1lles:}: zip
Analyse
the files
[1] Biham, E., Kocher, P.C. (1995). A known plaintext attack on the PKZIP stream cipher. In: Preneel, B. (eds) Fast

Software Encryption. FSE 1994. Lecture Notes in Computer Science, vol 1008. Springer, Berlin, Heidelberg. |
https://doi.org/10.1007/3-540-60590-8_12
Thomas Rosenstatter, RISE
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(5) Network Access [ @
{ ! Ps
* Driver for USB ethernet adapter is
installed 1
e Buy adapters and try B
* Requires specific MAC address
* No additional ports available 1
1
M.2 WiFi password can =
be found in the logs! e =l

Thomas Rosenstatter, RISE
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(6) Open source code

M.4.1 The key used to 1
encrypt parts of the :
firmware update
(enc_updateboot.img) in

'z'>'c§;;;;;L};;'£<§éé"'§ | M.3 The encryption key
. i = for the .zip software
update file was used in

. . ) il production shown in
! ; i || production. ,
= v 3 plain text.
' a
1 fun
! File contains the L |
: password for
TR ' creating the zip
' file
]
. g ]
| ] update.info

sign/key.pri
L}

e_sha224 hash SEURDRTESEISERRTE

ca S{UPDATE_DIR)
zip P ahqltmTkrhk20l18@0

autl -sign -in §{SYSTEM SHA PATH inkey ${PRI KEY PATH) -out §{ENCRYPT FILE PATH

Thomas Rosenstatter, RISE
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(6) Encryption keys
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¥

File contains also
an encryption
function, method,
key and IV

M.4.2 The hardcoded
key was the example key
used in many openssl
tutorials.

nx

< ir. B(DIR)  BIFILE) -t FIDIR)

enc_BIFILE)

F.2.1
Kay

IV

v

F.2 CBC Example Vectors

CBC-AES128.E nc:.r]_{'pt
ZblelSle2Baedlacabf7158800%cf4f3c
Q001020304050&60708090a0b0c0d0e0f

Thomas Rosenstatter, RISE
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(7) Decrypting firmware images

2022-10-26

* updateboot.img revealed
the public key used to sign
the firmware

M.5 OpenSSL example
key was used. Therefore,
the corresponding
private key can be found
easily.

IDA View-A

Pseudocode£ (£ Pseudocode-D Pseudocode-A Pseudocode-B

void *rsaDecryptHash()

vold *we; // rs
void *vl; // r4

! openUpdateInfo();

vl (void *)operator new[](57u);
memset(s, @, sizeof(s));

if (ve )

memcpy(s, v@, sizeof(s});
memcpy (s, v@, sizeof(s))
strepy(

=]

---BEGIN PUBLIC KEY--

CAQBAMIIBCEKCAQEAYEDbvEprpl/ekkhlaey\n"
MRShywGZ1G]pmn65+A4xHXInIYiPuKzrKUnApelLZ+4n"

n
"0zo2t6AEGELA561g13R29 n
"vwlHocOAZ tWKBz 3r26uABkQYOKXIE /Db Cdvs FOwFBgRKBptxOMBR13NVExvVQAp ™
"fc9jBInTzphOgMaliEYvIVEF Lhg 9y ZovMy dekwT3aoXKE91vexTr/ kQYoqlyp+68in"
n
n

" 16T4nNg 7NWC+UNY QHxNOMOMzUB LWC KB zy g 3yHBBOAQKUXIXK FQ+NkvYQ1lcxaMaVin™
"PpY72+eVthKzpMeyHkBn7ciumk5qeLTEJATWZ pedf4eFZj/RCBYBIF2ISSKVPjUy ™
"wQIDAQABN™
Meme - END PUBLIC KEY----- \n");
memset(vl, @, 56u);
"sa = createRsA((int)dest, 1);
if ( RSA_public_decrypt(256, (int)s, (int)vl, rsa, 1) != -1 )
printf("decrypt_hash:¥s\n", (const char *}vl);
printf("decrypt_hash:¥s\n", (const char *}vl);
operator delete[](va);
return v1j;

puts("RSA_public_decrypt fail decrypt!!");

<3

goto LABEL_5;

puts({"fail to get encryptText !!"});
if (vl)
1
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(8) Creating some backdoors

e 2 backdoors when using the Guider script that can be triggered in engineering mode
* Execute script on pendrive when it is connected
* Create reverse shell to fixed IP (192.168.0.2)

e 1sttry, error during upgrade due to wrong hash (lead to constant reboot)

« 2"dtry was successful

logs + reverse engineering the new firmware revealed

M.6 Log revealed first part
of the pin

Thomas Rosenstatter, RISE
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(9) Reverse shell

» Reverse shell executed through a script on the pendrive was

successful

* Developing a command line application

Initial problems with using the libraries (e.g., versions) and setting up the
tool chain

* First applications were possible to be executed via command line

2022-10-26

bash-3.

./test

E.g., checking whether the doors are closed or open

2# ./test

Toniq Test Application

D
D
D
D
D
D
D
gD
D
D
gD
D

:GBUsLIB(0:2425) gbus_client_thread() -

:GBUSLIB(0:2425) qdbus init_client() - com.mobis.canmanager_gdbus.service

:HBodyGDBuUs (0:2427) HBodyGDBus MSG_D 2022-06-12 13:38:19.093 HBodyGDBuUs.cpp:operator() 00086 HBodyGDBus Signalcallback thread start
:HBodyGDBus (0: 242 ) HBodyGDBus MSG_D 2022-06-12 13:38:19.094 HBodyGDBus.cpp:onSetSignalSubscribe 00135 subscribesignal()
:HScanManagerGDBusClient(0:2423) startService() - isstart [1]. try count [2]

:HBodyImpl(0:2423) HBodyImpl MSG_D 2022-06-12 13: 9.274 HBodyImpl.cpp:isDooropened 00617 1isDooropened():
:HBDdyImpW(U:242}) HBodyImpl MSG_D 2022-06-12 13: 74 HBodyImpl.cpp:getDooroOpenStatuscapi 00716 getDoorOpenstatusCapi():
:HBodyGDBuUs (0: 242 HBodyGDBus MSG?D 2022-06-12 75 HBodyGDBuUS.cpp:isDoorOpened 01724 1isDoorOpened->remotetype : 2
:HBodyGDBuS (| ) HBodyGDBus MSG_D 2022-06-12 e 5 HBodyGDBUS.cpp:isDooropened 01725 1isbDooroOpened->remotedata : 4
:HBodyGDBuUs (0:2423) HBodyGDBuUs MSG_D 2022-06-12 13: 282 HBodyGDBUS.cpp:isDooropened 01733 1isDooropened result : 2
:HBodyGDBus (0: HBodyGDBuUs MSG_D 2022-06-12 g 9.282 HBodyGDBuUS.cpp:isDooropened 01736 SUCCESS

:HBodyGDBus (0:2423) HBodyGDBus MSG_D 2022-06-12 13:38:19.282 HBodyGDBus.cpp:isDooropened 01741 HBodyGDBus->fRet : 0

~ Result: Open
Finished door test

HLog D:
HLOg D:
bash-3.

HScanManagerGDBusClient(0:2423) HscanManagerGDBusClient::iscConnected mbConnection : true
HBodyGDBuUS (0:2427) HBodyGDBuUs MSG_D 2022-06-12 13:38:19.330 HBodyGDBUS.cpp:operator() 5 HBodyGDBus Signalcallback thread done
24 _
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(10) GUI S

e Qt Creator and setup of the toolchain
* Helix as a application manager
* Configuration files
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Pitfalls/Mistakes

M.1

M.2

M.3

M.4

M.5

M.6

Often 4-digit pin to guess (default, easy depends on year, or
time + 6 last digits of SW version)

WiFi password can be found in the logs!

The encryption key for the .zip software update file was used
in production.

The hardcoded key was the example key used in many
openssl tutorials.

OpenSSL example key was used. Therefore, the
corresponding private key can be found easily.

log revealed first part of the pin (e.g., holding radio button
pressed for 30s triggers logging to pendrive)

nx

Who should access it? Are individual
keys or public key crypto possible?

Who should have access to the logs?
(-> M.6)

Secret keys should be marked and
removed before published open
source.

Example keys are for examples!

Example keys are for examples!

Encrypt logs

U AUtO vk
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sSources

* Screenshots of the attack are taken from the blog written by
greenluigil (https://programmingwithstyle.com/)

e Detailed documentation about the hack can be found in
https://programmingwithstyle.com/

e [1] Biham, E., Kocher, P.C. (1995). A known plaintext attack on the
PKZIP stream cipher. In: Preneel, B. (eds) Fast Software Encryption.
FSE 1994. Lecture Notes in Computer Science, vol 1008. Springer,
Berlin, Heidelberg. https://doi.org/10.1007/3-540-60590-8 12
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