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What was needed? 

- The car

- Programming skills

- Determination

- Patience

- Cheap off the shelf hardware (e.g., USB to 
Ethernet adapter)

Difference to Miller and Valasek: 

- Pure focus on the infotainment system from a software side, without disassembling the hardware in the process

- Remote attacks are not demonstrated nor the aim



Why was this car chosen?

• Economical reasons (fuel efficiency, …) 

• Apple CarPlay, Android Auto

• About the IVI: ”… and it had pretty nice, smooth animations in its menus which 
told me the CPU/GPU in it wasn’t completely underpowered, or at least the 
software it was running wasn’t super bloated.”
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• Already extensive work done 
and easy to find on the web. 

M.1 Often 4-digit pin to 
guess 

(default, easy depends 
on year, or time + 6 last 

digits of SW version)

(1) Engineering mode



(2) Options 
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• ADB secured, no other ports 
available

• USB copy for logs

• Upgrade individual software
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• Software running on the in-vehicle 
infotainment system is D-Audio2V 
by Hyundai Mobis

• Search for opensource or 
downloads
• Parts of the software are open 

source

• Firmware updates are available, 
but encrypted

(3) Software and 
open source



2022-10-26
Thomas Rosenstatter, RISE

An example of what recently happened during an attack on a specific car brand 7

• Bruteforce with 8 characters failed. 

• Known plaintext attack in “legacy zip 
encryption” (PKWARE encryption) possible [1]

• Tool exists, yet the documentation/user 
instructions required trial and error and took a 
long time 

(4) Decrypting FW

[1] Biham, E., Kocher, P.C. (1995). A known plaintext attack on the PKZIP stream cipher. In: Preneel, B. (eds) Fast 
Software Encryption. FSE 1994. Lecture Notes in Computer Science, vol 1008. Springer, Berlin, Heidelberg. 
https://doi.org/10.1007/3-540-60590-8_12
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• Driver for USB ethernet adapter is 
installed

• Buy adapters and try ⏳
• Requires specific MAC address

• No additional ports available 

(5) Network Access

M.2 WiFi password can 
be found in the logs!
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(6) Open source code

M.3 The encryption key 
for the .zip software 
update file was used in 
production.

M.4.1 The key used to 
encrypt parts of the 
firmware update 
(enc_updateboot.img) in 
production shown in 
plain text.
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(6) Encryption keys

M.4.2 The hardcoded 
key was the example key 
used in many openssl
tutorials.
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(7) Decrypting firmware images

• updateboot.img revealed 
the public key used to sign 
the firmware

M.5 OpenSSL example 
key was used. Therefore, 
the corresponding 
private key can be found 
easily.
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(8) Creating some backdoors

• 2 backdoors when using the Guider script that can be triggered in engineering mode

• Execute script on pendrive when it is connected

• Create reverse shell to fixed IP (192.168.0.2)

• 1st try, error during upgrade due to wrong hash (lead to constant reboot)

• 2nd try was successful

• Pin to engineering mode changed!

logs + reverse engineering the new firmware revealed
log revealed ‘02’ + bruteforced md5 hash of 2 digit pin was hard coded in firmware

md5 is also insecure

M.6 Log revealed first part 
of the pin

Logging to pendrive can be 
activated by, for example, hold 

the radio button for 30 seconds.



(9) Reverse shell

• Reverse shell executed through a script on the pendrive was 
successful

• Developing a command line application
• Initial problems with using the libraries (e.g., versions) and setting up the 

tool chain

• First applications were possible to be executed via command line
• E.g., checking whether the doors are closed or open
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(10) GUI

• Qt Creator and setup of the toolchain

• Helix as a application manager

• Configuration files 
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Pitfalls/Mistakes
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M.1 Often 4-digit pin to guess (default, easy depends on year, or 
time + 6 last digits of SW version)

Who should access it? Are individual 
keys or public key crypto possible?

M.2 WiFi password can be found in the logs! Who should have access to the logs? 
(-> M.6)

M.3 The encryption key for the .zip software update file was used 
in production.

Secret keys should be marked and 
removed before published open 
source.

M.4 The hardcoded key was the example key used in many 
openssl tutorials.

Example keys are for examples!

M.5 OpenSSL example key was used. Therefore, the 
corresponding private key can be found easily.

Example keys are for examples!

M.6 log revealed first part of the pin (e.g., holding radio button 
pressed for 30s triggers logging to pendrive)

Encrypt logs
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Sources

• Screenshots of the attack are taken from the blog written by 
greenluigi1 (https://programmingwithstyle.com/)

• Detailed documentation about the hack can be found in 
https://programmingwithstyle.com/

• [1] Biham, E., Kocher, P.C. (1995). A known plaintext attack on the 
PKZIP stream cipher. In: Preneel, B. (eds) Fast Software Encryption. 
FSE 1994. Lecture Notes in Computer Science, vol 1008. Springer, 
Berlin, Heidelberg. https://doi.org/10.1007/3-540-60590-8_12
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https://programmingwithstyle.com/
https://programmingwithstyle.com/

