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Resilience
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Property of a system with the ability to maintain its intended operation
in a dependable and secure way, possibly with degraded functionality, in
the presence of faults and attacks.?
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T https.//www.vinnova.se/en/p/cyrev-phase 1---cyber-resilience-for-vehicles---cybersecurity-for-
automotive-systems-in-a-changing-environment/
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REMIND: A Framework for the Resilient
Design of Automotive Systems

488—43

- Lead designers to the informed and optimal selection of resilience
techniques to be implemented in an automotive system.

1) Systematically identify resilience techniques

2) Taxonomy comprising of the four strategies: detection, mitigation, recovery, and
endurance (REMIND)

3) Associate the identified technqiues to automotive assets

4) Guidelines for using this framework incl. trade-off discussion
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Overview

n
= 99

Query scopus
database

2022-03-09

Focus on already performed literature reviews and surveys

Included
* resilien* | survivability | attack recovery | error recovery | error handling | fault tolerance
 software | system | network
* published after 2010
e written in English

Excluded

* hardware | fpga | memory | wireless | SDN

Limited to subject areas Computer Science and Engineering
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Overview
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Overview
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Disciplines of the selected publications
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Taxonomy
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Strategies
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Disciplines of existing work identifying relevant techniques

e Resilience
Specification-based o
Resilience

Fault Tolerance Reconfiguration

Fault Tolerance Security
Anomaly-based Resilience Resilience
Migration

Fault Tolerance

Runtime Enforcement Resilience

Mitigation
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Prediction of Attacks Security "
Resilience

Checkpointing &
Rollback

" i Fault Toleran

Fault Tolerance

Recovery

Redundancy/Diversity
Rollforward actions Resilience

Fault Tolerance

* Not all identified patterns are shown.
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Domains of existing work identifying relevant techniques

Cyber-Physical Systems (CPS)

Runtime Enforcement

Mitigation

Specification-based

Software Engineering (SWE) Reconfiguration

Migration

Cloud Computing (CC)
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Prediction of Attacks Survey | Computer Science e

Checkpointing &

Rollback
Redundancy/Diversity
.
Rollforward actions High Performance Computing (HPC)

Vehicle Controller

Recovery

Mitigation

Adaptive Response

* Not all identified patterns are shown.
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REMIND: A Framework for the Resilient
Design of Automotive Systems

(\SH—AD

- Lead designers to the informed and optimal selection of resilience
techniques to be implemented in an automotive system.

1) Systematically identify resilience techniques proposed in literature

2) Taxonomy comprising of the four strategies: detection, mitigation, recovery, and
endurance (REMIND)

3) Associate the identified technqiues to automotive assets

4) Guidelines for using this framework including trade-off discussion
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Rl_ Thomas Rosenstatter, Researcher, RISE
SE thomas.rosenstatter@ri.se
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Publications providing an overview or a
collection of relevant techniques

Discipline Existing Work Domain
[Chang2015] Cloud Computing
[Hukerikar2017] High Performance Computing
Resilience [NIST 800-160v2] Systems Engineering
[Ratasich 2019] Cyber-Physical Systems
[Sterbenz 2010] Networks
Security [Segovia2019] SCADA Systems
Dependability [Bakhshi2019] Fog Computing
[Egwutuoha2013] High Performance Computing
[Kumari2018] Cloud Computing
Fault Tolerance [Mukwevho2018] Cloud Computing
[Slatten2013] Software Engineering
[Wanner2012] Vehicle Controller
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