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Vehicle connectivity

V2V

V2I

V2C
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Motivation
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UN Regulation No. 155, page 6
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Motivation

u IDSs are required (UN Reg. No. 155)

u Available IDS datasets are often 

u Not realistic

u Parts of the frame are removed or modified

ACM CSCS 08/12/22 Systematic Evaluation of Automotive Intrusion Detection Datasets - Thomas Rosenstatter 

ETSI EN 302 637-2 V1.3.1, General structure of a CAM
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Intrusion Detection in Vehicles

V2V

V2I

V2C

IDS

IDS

In-Vehicle

VANET
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How to evaluate 
datasets? 
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u Data readiness levels by Lawrence in 
2017 and later adapted by Castelijns et al. 
in 2020

Band Weight Deficiency

C

40 Parseability

25 Data storage

15 Decoding

10 Data formats

10 Disjoint datasets

B

20 Column types

30 Missing values

20 Inconsistent data entries

10 Duplicated records

20 Meaningful values

A

20 Interpretable values

20 Feature scaling

20 Outlier detection

30 Feature selection

10 Coverage gap

AA

40 Legal violations

40 Security risks

20 Bias detection

AAA - None
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Analysed Datasets
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u In-vehicle datasets (10)

u 10x intrusion detection purpose

u VANET datasets (7 incl. simulations)

u 3x intrusion detection purpose

u 4x misbehaviour detection 

u Other possibly relevant datasets (3)

u 1x driving behaviour

u 1x vehicle trajectories

u 1x V2V communication
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Proposed 
Deficiencies 
for IDS Datasets
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Band Weight Deficiency

C

30 Dataset documentation

30 Objective

20 Parseability

20 Dataset age

B

40 Format correctness and consistency

20 Dataset size

20 Completeness

20 Label inclusion and correctness

A

20 Class balance

30 Attack documentation

20 Security coverage

30 Attack realism

AA

40 Dataset realism and diversity

20 Feature context and documentation

20 Difficulty

20 Transformation and anonymisation

AAA - None
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Band C
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Band C Band B Band A Band AA

Band Weight Deficiency

C

30 Dataset documentation

30 Objective

20 Parsability

20 Dataset age
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Band B
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Band C Band B Band A Band AA

Band Weight Deficiency

B

40 Format correctness and 
consistency

20 Dataset size

20 Completeness

20 Label inclusion and correctness



11

Band A
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Band C Band B Band A Band AA

Band Weight Deficiency

A

20 Class balance

30 Attack documentation

20 Security coverage

30 Attack realism
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Band AA
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Band C Band B Band A Band AA

Band Weight Deficiency

AA

40 Dataset realism and diversity

20 Feature context and documentation

20 Difficulty

20 Transformation and anonymisation



13

Results
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Results:
Security Coverage
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Recommendations

u Only one IVN dataset and two VANET datasets reached band A (score 85 as 
threshold)

u Information about context, attack type and attacker capabilities is often missing 
or ambiguous
u Improvement of documentation

u Labels are sometimes missing, incomplete or incorrect
u Improve labelling

u Attacks were often not very realistic
u Include more varied realistic attacks

u Assessment of the dataset before publication
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Systematic Evaluation of Automotive 
Intrusion Detection Datasets

u Propose a method to evaluate security datasets

u Adapt the data readiness levels to security datasets

u Evaluate available automotive datasets for in-vehicle and VANET

u Only one IVN dataset and two VANET datasets reached band A (score 85 as 

threshold)
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