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Abstract. Cyberattacks against Operational Technology (OT) and In-
dustrial Cyber-Physical Systems (ICPS) are continuously increasing, ne-
cessitating advanced defence mechanisms that are robust, adaptive, and
resource-efficient. In this context, we propose an AI-based honeypot
with an on-demand deployment architecture for ICPS communicating
via OPC UA. The proposed system isolates attackers from production
systems by dynamically redirecting malicious traffic to a honeypot in-
stance, that continues from the production system state. This redirec-
tion allows continued observation without alerting the attacker while
protecting the industrial system. At the core of the architecture is a
generative AI model that learns ICPS behaviour from OPC UA commu-
nication data. In contrast, existing approaches typically require a man-
ually parametrised simulation model. Our proposed approach enables
automated creation of medium-interaction honeypot functionality with
minimal manual effort. We further discuss generative AI model scopes
and identify usable deployment points in the Purdue network model for
practical integration. A proof-of-principle implementation is realised us-
ing actual industrial hardware and a fully containerised environment for
the honeypot. As part of the deployment, two different firewall platforms
are evaluated regarding their provided capabilities. Finally, performance
results, including switchover time and interaction latency, are presented
to demonstrate the practicality of the approach.

Keywords: Industrial Control Systems · Cyber-Physical Systems · Op-
erational Technology · Security · Honeypots · Generative AI.
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1 Introduction

In recent years, industrial plants have evolved due to Industry 4.0 initiatives
and ongoing digitalisation, leading to highly interconnected network structures.
This enables a higher degree of automation, allowing for better control and
optimisation. Additionally, it facilitates flexible manufacturing, making the mass
production of customised products possible.

However, this resulted in a drastically expanded attack surface due to the high
interconnectedness of Operational Technology (OT) systems [11], with the num-
ber of cyberattacks increasing each year [5]. The motives behind cyberattacks on
OT vary, for instance, monetarisation via ransomware, espionage, or sabotage
by a targeted manipulation of the industrial process, with the most prominent
example being Stuxnet [10]. As a result, more advanced defence mechanisms are
required, while still respecting the distinct requirements of OT equipment (e.g.,
real-time requirements, safety requirements, and minimal downtime).

Honeypots are a well-established security technique for detecting and ana-
lysing cyberattacks [1]. On-demand deployment is an alternative to perma-
nent honeypots, where decoy systems are instantiated only during suspected
threats or active reconnaissance. This approach shifts the honeypot usage from
a detection-oriented mechanism towards an early defence mechanism. It offers
the advantage that upon activation, the decoy can be tailored to mimic the
targeted OT system for a suspected attacker, while the real OT system is si-
multaneously isolated from the attacker. Ideally, the attacker’s interactions are
seamlessly transferred to the honeypot. This strategy provides defenders with
time to analyse the attacker’s entry methods and activities while continuously
monitoring their behaviour, which may also yield insights towards their attack
objectives. To make such a deployment effective, the interaction time between
the attacker and the honeypot must be maximised. The interaction time depends
on the honeypot’s level of authenticity, as attackers are likely to abandon the
network if they suspect they are interacting with a decoy.

To create authentic honeypots for OT systems, they must also replicate the
behaviour of an Industrial Cyber-Physical System (ICPS), which interacts with
physical processes. One method to achieve this involves integrating simulations
into the honeypot, though this approach requires parametrisation and expert
knowledge of the underlying processes. An alternative approach leverages gen-
erative AI, offering a scalable solution that demands minimal setup resources.
Here, a machine learning model autonomously learns to mimic the behaviour of
an observed existing ICPS. This method also provides greater flexibility, as it
can mimic any ICPS without requiring domain-specific expertise.

Ultimately, rather than deploying a single honeypot, this work envisions a
honeynet that replicates a live production environment, as illustrated in Fig. 1.
This configuration enables attackers to navigate the network and interact with
ICPS as they would in an actual production environment, thereby enhancing the
authenticity of the decoy. The approach combines two key security principles:
sandboxing for isolation and honeypot technology for deception.
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Fig. 1. Overview of a simplified industrial network separated in three zones: the enter-
prise zone for business operations, the IDMZ as a bridging layer between IT and OT,
and the shop floor with a production line. The figure further illustrates the concept
of an on-demand honeynet deployment scenario in three steps: (1) an attacker gains
remote access to an operator workstation, (2) suspicious interactions by the attacker
with the shop floor are detected by an IDS, and (3) the IDS initiates a honeynet and
redirects the attacker, as an early response measure, enabling temporary deception and
isolation.

Contributions. This work investigates the potential of AI-based honeypots com-
bined with on-demand deployment strategies. We present a proof-of-principle
implementation demonstrating honeypot interactions with attackers via Open
Platform Communications Unified Architecture (OPC UA), and discuss consid-
erations for honeypot placement. While Maesschalck et al. [9] survey honeypot
fit within Industrial Control System (ICS) security architectures and Honey-
PLC [13] discusses honeypot deployment, neither provides a consolidated rec-
ommendation framework that simultaneously accounts for interaction level, de-
ployment mode (permanent vs. on-demand), and Purdue model. This work ad-
dresses that specific gap. Furthermore, we introduce Honeyfarm, an architecture
for dynamic honeypot deployment that activates decoy systems upon detection
of suspicious activity. Our evaluation examines two Honeyfarm variants, which
are distinguished by firewall capabilities, to provide comprehensive performance
metrics, including system responsiveness.
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2 Background

2.1 Honeypots

Spitzner defines a honeypot as “a security resource whose value lies in being
probed, attacked, or compromised” [24]. Depending on the purpose, two types of
honeypots exist: research and production honeypots. Research honeypots mainly
exist to collect data regarding attacks. Production honeypots, on the other hand,
are typically coupled to an Intrusion Detection System (IDS) with the goal to
improve the overall attacker detection rate. Commonly, a honeypot is deployed
mimicking a valuable asset with low security measures, where consequently any
kind of interaction is suspicious.

Another way to classify honeypots is the level of possible interaction, where
low-, mid-, and high-interaction honeypots (LIH, MIH, HIH) are defined. For
a low-interaction type it might be sufficient to replay data streams recorded
from the existing real system, while for high-interaction honeypots, the intention
is to give the attacker full access to the underlying operating system [24]. In
between situated are mid-interaction honeypots, which allow a higher degree of
interaction than low-interaction honeypots, but where the interaction with the
attacker is intended to be restricted to some kind of fake daemon [18], which
later on in our case is represented by an OPC UA server.

2.2 Industrial Networks

ICSs typically adopt zone-based architectures, as recommended by IEC 62443 [7].
The model in this work simplifies the Purdue model [26], a six-level framework,
by combining, for instance, the process and basic control layers into a single shop
floor level, as illustrated in Fig. 1. This simplification aligns with adaptations
of the Purdue model under IEC 62443, where zones may be merged if security
requirements are preserved.

The enterprise zone connects to both the internet and the IDMZ, hosting
business operations, like business management software. To retrieve plant data
(e.g., production metrics and status updates), these systems access information
through the IDMZ [8,7]. The IDMZ serves as a secure intermediary zone, hosting
the Supervisory Control and Data Acquisition (SCADA) system that monitors,
coordinates, and controls shop floor operations. Operators can oversee processes
and implement adjustments via Human-Machine Interfaces (HMIs) [8,7]. The
shop floor contains the ICPSs (i.e., production machines), alongside actuators
and sensors. Programmable Logic Controllers (PLCs) in this zone execute real-
time control programmes and interface directly with actuators and sensors [8].

Open Platform Communications Unified Architecture. As illustrated in Fig. 1,
the communication in the shop floor and to the SCADA system is based on
OPC UA. OPC UA is the successor of the OPC standard and standardised
in IEC 62541. It has become widely adopted in new products for industrial
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environments. Reasons for that being that it is platform-independent, secure-by-
design and employs a service-oriented architecture. Moreover, OPC UA supports
both, client-server and publish-subscriber as communication model allowing to
cover a wide range of use cases [15].

The utilised information model is composed of nodes, i.e., objects, variables,
methods, and events, including the references that define their relationships.
These nodes are structured within the address space of an OPC UA server. The
servers expose the information model, which enables access operations such as
reading and writing variable values and invoking defined methods. Each OPC UA
node is also uniquely identifiable through a combination of its URI and a distinct
node identifier [15].

Having this comprehensive way of representing data and the ability to di-
rectly interact with named variables and methods allows attackers to gain much
faster understanding (compared to Modbus) of the system. Hence, the servers
need to be properly secured against unauthorised access and manipulation.
OPC UA employs a security model in two layers. The communication layer
utilises TCP/IP and TLS to provide basic security requirements like authentic-
ity and confidentiality, and its application layer offers additionally authentication
and authorisation for securing the information model [15].

2.3 Existing Works

Existing works relevant to this paper can be grouped into: generative AI models
for honeypot emulation for OT/ICS environments, and on-demand honeypot
deployment approaches.

Shan et al. [23] propose NeuPot, a neural network-based honeypot for ICS
that uses a trained model to classify and respond to incoming traffic. In contrast
to our work, NeuPot targets threat detection rather than sustained attacker
deception via a live protocol interface. Vasilatos et al. [25] present LLMPot,
which employs fine-tuned large language models to emulate industrial protocols
and physical process behaviour across Modbus and S7Comm without manual
simulation models. However, LLMPot focuses on protocol-level emulation and
does not address on-demand deployment or integration into an OT network.

Park et al. [16] present DVNH, a system that instantiates a new honeypot
via NFV and redirects traffic through SDN as soon as a network IDS raises
an alert. While conceptually related, DVNH targets IT environments and does
not address OT-specific protocols or state continuity upon switchover. Acosta et
al. [2] describe CDES, which redirects live traffic using Open vSwitch and con-
tainer isolation. Similarly to DVNH, CDES is designed for general-purpose and
resource-constrained environments, without consideration of industrial protocols
or production system state initialisation.

While existing on-demand honeypot approaches do not consider OT-specific
requirements such as a transferable system state, and AI-based honeypots have
not yet explored on-demand deployment, this work proposes an on-demand ar-
chitecture tailored to OPC UA-based industrial systems that contributes to both
research directions.
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3 Research Design

This section describes the research design used to explore the proposed AI-based
honeypot approach for an ICPS. Two research questions (RQs) are defined to
guide this work:

RQ1 How can an AI-based honeypot be designed for an industrial CPS com-
municating via OPC UA considering attacks on industrial-process-level?

RQ2 How can the on-demand deployment of an AI-based honeypot be realised
in an industrial network?

Overall, the research questions are studied in three stages. First, relevant
design considerations are laid out and supported by existing literature. In the
second stage, the proposed solutions are described on a conceptual level, while
in the third stage, the concrete experimental setup is detailed and results are
given.

RQ1 focuses on the design of the AI-based honeypot itself. Design consider-
ations regarding the AI-based model are discussed (Section 4.1), followed by a
description of the implementation (Section 5.1) and a performance evaluation of
the deployed generative model is provided (Section 7).

RQ2 addresses the deployment of honeypots in industrial network environ-
ments such as ICS. First, the placement of honeypots in industrial networks
is discussed (Section 4.2). Then, a proof-of-principle implementation of an on-
demand deployment mechanism is presented (Section 5.2) including the details
of the hardware and software components used in the experiment setup (Sec-
tion 6). Finally, the proof-of-principle is evaluated focusing on the timing of the
deployment process (Section 7).

4 Design Considerations

4.1 AI-based Model Design Spaces for Honeypots

When implementing generative AI models for ICPS honeypots, the intended
capabilities for interaction with the attacker must be defined at first. Table 1
provides an overview of the interaction capabilities considered, categorised in
four interaction levels ranging from raw network packets to the physical process
state. The interaction levels only consider active attacker interactions and mali-
cious system manipulation. Passive reconnaissance and data collection can occur
through the same interfaces, but only requires a lower level of interaction.

The capability of a generative model to operate at the adversarial interaction
levels listed in Table 1 depends on its design space. The model design space
defines the input and output dimensions in which the model operates. Originally,
it was proposed in the context of human-computer interaction to categorize
interfaces for applications of generative models [14]. In this work, we adapt the
concept to the interaction between an attacker and a generative-model-based
honeypot. A honeypot model can operate at varying levels of abstraction, ranging
from the network-socket level to a closely physics-bound level:
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Table 1. Active attacker interaction levels that the generative honeypot model can be
trained for, ranging from the Communication Interface to the Physical Process level.

Level Name Examples

1 Comm. Interface Malformed messages/packets/frames, invalid payloads
2 Protocol Invalid requests, forged commands, wrong message sequences
3 Operational Invalid parameter values, unexpected configuration states
4 Physical Process Unsafe process trajectories, increased physical system degradation,

reduced product quality

Communication Interface Level. The generative model operates on raw
communication exchanges observed at the ICPS interface. Depending on the
deployment scenario, they may originate from network traffic (such as TCP/IP
and UDP packets), fieldbus communication, serial data frames, etc. The model
learns ICPS communication patterns directly from message observations and
can be trained and respond to malformed messages, invalid payloads, and other
communication-layer attacks. A published work on this level can be found in [25].
Functions such as message encryption, transport mechanisms, integrity checks,
and protocol-specific parsing may still be handled externally.

Protocol Level. The generative model processes de-serialised protocol mes-
sages such as Modbus, Profibus, or OPC UA. The model can learn protocol se-
mantics based on decoded messages and recognise malicious or invalid protocol
interactions, which intend to affect the server logic. Examples include write re-
quests to read-only values, invalid message sequences, or referencing non-existing
nodes.

Operational Level. The generative model learns the expected operating
behaviour of the ICPS based on the variables exposed through the protocol in-
terface. These variables can represent different types of system state, including
purely cyber-state information (for example operating mode, number of pro-
duced items, power cycles, or computed wear indicators, firmware version) and
as well as values derived from the physical process (for example temperature, ac-
tuator voltage, oil pressure, spindle speed). The model learns cross-dependencies
between variables and plausible operating ranges. Consequently, its interaction
capability with an attacker is to respond plausibly to malicious system inputs.
Published implementations can be found in [23] or [21].

Physical Process Level. The generative model learns the underlying be-
haviour of the physical components present in the ICPS. As such, it operates on
variables that describe the physical state of the system. An example would be a
honeypot internally based on a NeuralODE [4], which, by learning the derivative
of the state-space vector, is naturally well suited to describe physical processes.

Table 2 summarises the input and output dimensions of the presented model
spaces and maps them to the possible attacker interaction levels from Table 1.
The most universal model can be realised on communication interface level,
which however as downside can be expected to have the highest complexity
and to require the most training. With each level above the model design space
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Table 2. Comparison of input and output dimensions for the different model spaces.

Model Design
Space Level

Input Output Attacker
Interact.

Comm. Interface Raw communication observations Raw communication responses Level 1 - 4
Protocol Deserialised message observations Protocol-specific responses Level 2 - 4
Operational Cyber-physical state observations Cyber-physical state trajectories Level 3 - 4
Physical Process Physical state observations Physical state trajectories Level 4

Comm. Interf. Protocol Stack Server Logic Operat. Logic Physical SystemGenerative AI(a)

Comm. Interf. Protocol Stack Server Logic Operat. Logic Physical SystemGenerative AI(b)

Comm. Interf. Protocol Stack Server Logic Operat. Logic Physical SystemGenerative AI(c)

Comm. Interf. Protocol Stack Server Logic Operat. Logic Physical SystemGenerative AI(d) M
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Fig. 2. Illustration of model design space choices for generative AI models as honey-
pots. (a) is at Communication Interface level, (b) operates at Protocol level, (c) at
Operational level and (d) at Physical Process level.

is shrinking, potentially reducing the model size and increasing its robustness,
however also limiting its usage possibilities and requiring additional external
components to realise a functional honeypot as also visualized in Fig. 2. When
focusing on attacks targeting the industrial process level, as indicated by RQ1,
the model design space at the operational level provides a balance between model
complexity and the requirement for additional external components.

4.2 Placement Criteria for Honeypots in Industrial Networks

The placement of honeypots in industrial networks requires careful consideration
of visibility to potential attackers, risk to productive operations, and the quality
of the data obtained. In this section we investigate the strategic placement of
permanent and on-demand honeypots within OT systems (RQ2 ). Honeypots are
often located in a segmented area such as the IDMZ, however, this placement
does not reflect all scenarios for placing honeypots in a productive environment.
For instance, the placement differs when considering on-demand or permanent
honeypots as well as when taking their interaction-level into account. In Ta-
ble 3 we provide a recommendation for the placement of honeypots in industrial
networks based on their interaction-level, deployment mode, and location (con-
solidated Purdue zones).

Permanent Honeypot Deployment. As summarised in Table 3, the suit-
ability of honeypot deployment varies across network zones. In the enterprise
zone, low- and medium-interaction honeypots are well suited, e.g., for simulat-
ing email or web services [6], whereas HIHs are not recommended due to their
lack of OT relevance and increased attack surface. The IDMZ is often described
in the literature as the ideal location for low- and medium-interaction honeypots,
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Table 3. Recommended honeypot placement based on their interaction-level in OT.

Deployment Mode Location LIH MIH HIH

Permanent
Enterprise Zone + + −
Industrial DMZ + + o
Shop Floor o − −

On-Demand
Enterprise Zone + o −
Industrial DMZ + + o
Shop Floor + + o

Note: (+) Recommended, (o) Limited suitability, (−) Not recommended.

as it is already designed to detect targeted ICS scans without compromising the
production environment [6,13]. High-interaction variants are only acceptable in
specific scenarios in which a complex OT system can be mimicked. On the shop
floor, LIHs can serve as early warning systems in isolated test zones [22], while
medium- and high-interaction honeypots are not recommended.

On-Demand Honeypot Deployment. The placement recommendations
for on-demand honeypots (see Table 3) reflect the varying suitability across net-
work zones for on-demand deployments. In the enterprise zone, low-interaction
on-demand honeypots can be activated at short notice in response to an in-
creased threat level, while medium-interaction variants should only be deployed
selectively. High-interaction variants are not recommended, as their safe deploy-
ment requires extensive provisioning, segmentation, and monitoring that cannot
be reliably ensured under the time constraints inherent to on-demand activa-
tion [2]. The IDMZ is described by several studies [2,17] as the optimal location
for forensic analysis and active deception, particularly at a medium level of in-
teraction, with high-interaction honeypots being permissible only under strict
monitoring, segmentation, and patching, given the elevated risk of compromise
and lateral movement [12] when sophisticated adversaries are already actively
present in the network. On the shop floor, low-interaction honeypots may serve
as temporary deception systems, medium-interaction variants are only advisable
under strict monitoring and thorough segmentation [9]. High-interaction honey-
pots should be reserved for highly controlled scenarios, such as during an active
attack provided that operational isolation is in place as a compromised HIH can
be a significant risk to the entire network, especially to the OT systems [19].

5 Implementation

5.1 Generative Model with Operational Level Design Space

As discussed in Section 4.1, an AI-based honeypot can be realised in different
design spaces. As we previously selected the operational level design space, a
multivariate time-series forecasting model can be used to learn the ICPS be-
haviour. This section provides an overview of the implementation and training
procedure for such a honeypot. When implementing a honeypot using the oper-
ational level design space, the protocol stack and the system interface are to be
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provided externally. As protocol stack, any kind of OPC UA library can be used.
The system interface can be generated automatically by traversing the interface
of the real ICPS.

Consequently, three steps are required. During the first step, pre-training,
the interface of the real ICPS is traversed and an interface description is con-
structed. In the training step, a dataset is built by monitoring the interface
and sampling data at a fixed sampling frequency Fs. The resulting dataset is
then used to train the generative model. The deployment describes the step
in which the real interface is cloned based on the previously generated interface
description.

Typically time-series forecasting models receive an input consisting of n time
steps with m variables (the lookback) and generate an output horizon of h future
time steps with the same m variables [3]. As the honeypot operates in isolation
after receiving the initial input from the real ICPS, a recursive forecasting strat-
egy is applied. With this strategy, each generated horizon is subsequently reused
as part of the next lookback. At the program level, the honeypot can be im-
plemented using a producer-consumer pattern with two threads and a shared
queue. The producer thread is responsible for the forecasting process. In this
thread, the forecasting model repeatedly generates output horizons of length h
and pushes them into the shared queue. The sampling frequency of the training
data Fs determines the timing constraints of the system with the required gen-
eration frequency given by Fgen = Fs

h . In the consumer thread, the OPC UA
server is concurrently operated. It reads new values from the shared queue at
frequency Fs and publishes them to the OPC UA interface.

To enable interaction between an attacker and the generative model, a sec-
ond shared queue is used as a feedback channel. The consumer thread pushes
any received OPC UA method calls into this queue. The producer thread peri-
odically checks this queue at frequency Fgen and modifies the lookback window
accordingly to incorporate input by the attacker.

5.2 On-Demand Deployment via Honeyfarm

The on-demand deployment of honeypots requires the orchestration of several
components. The IDS monitor continuously receives all new events logged by
the IDS. Once suspicious behaviour towards a target host for which a honeypot is
available is received, the IDS monitor can forward the information to the Honey-
farm. The firewall dynamically enforces network-level forwarding rules. Via an
API, a Destination Network Address Translation (DNAT) rule can be activated,
which can be used to replace the destination IP address in network packets.
This way suspicious traffic can be redirected to a honeypot. The Honeyfarm
is the component responsible for managing honeypot instances. It provides an
API that allows to request the creation and deployment of a honeypot. The
Honeyfarm launches a honeypot instance and manages its lifecycle. Lastly, the
data buffer provides the recent system state of the real ICPS, which is initially
required for the honeypot to resume the behaviour of the real ICPS. The data
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Fig. 3. The deployment sequence for an on-demand honeypot.

buffer subscribes to or continuously polls all relevant nodes of the OPC UA in-
terface and maintains a history of the observed ICPS state. The honeypot can
retrieve the latest system data through an API in order to initialise its internal
state.

Fig. 3 illustrates the on-demand deployment process as a sequence diagram. It
starts with the IDS monitor identifying an attack. The IDS monitor consequently
requests a honeypot from the Honeyfarm, including the target host information.
The Honeyfarm starts the launching process of the honeypot and returns the
honeypot address to the IDS monitor. Consequently, the IDS monitor activates
a DNAT rule redirecting the source of the suspicious activity to the honeypot.
All other traffic from the source is blocked to guard the network segment.

After the honeypot itself is initialised, it requests the latest state from the
data buffer, passing along the target host name, as the data buffer can be respon-
sible for multiple ICPS. The data buffer responds with the latest data, which
is then forwarded internally in the honeypot to the generative AI model as ini-
tial input. In its current implementation, the honeypot needs to be manually
stopped upon inspection, and the number of instantiable honeypots is limited
by the Honeyfarm to avoid overload.

6 Experiment Setup

The threat model considered in this scenario is an attacker who gains access to
an operator workstation located in the IDMZ, e.g., through social engineering
or exploiting a vulnerability. The attacker, in turn, tries to gather information
about the OPC UA devices located in the shop floor. Thus, the attacker creates
an abnormal number of OPC UA connection requests to the OPC UA server,
which ultimately triggers the IDS leading to traffic redirection to an instantiated
on-demand honeypot.
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Fig. 4. Overview of the deployment setup of Honeyfarm.

The on-demand activation process for activating the honeypot is evaluated
across two different firewalls, which are denoted in the following as firewall A
and firewall B. Firewall A is combined with an externally hosted Snort IDS,
where detection events are relayed to the firewall via a remote REST API. Snort
operates on a separate Windows host in the IDMZ and receives traffic via a
port mirror on the shop floor switch. In comparison, firewall B uses Suricata
IDS running directly on the firewall, activating the redirect rule locally. ICPS1
and ICPS2 with PLCs simulate the industrial processes being attacked. Both
implement the same cyclic procedure and provide an OPC UA interface, where
8 variables are exposed, and additionally method calls are available for the at-
tacker to interact with the Cyber-Physical System (CPS). The cyclic procedure
trajectories origin from an actuator resembling a pick-and-place process with
two degrees of freedom, and contain actual yaw and pitch angles (Θ, Ψ), actual
yaw and pitch angular velocities (Θ̇, Ψ̇), and target yaw and pitch angles (ΘT ,
ΨT ), representing the programmed procedure. The data buffer is used to collect
data from the ICPS1 and ICPS2, which is internally stored in a Redis database.
The honeypot is implemented according to Section 5.1. The training data is
sampled at Fs = 100 Hz. The generative AI-model is of Crossformer architecture
[27] and is configured with 1600 value lookback and 400 value lookahead. It is
trained using a two-pass strategy, as described in [20], to improve the stability.
Finally, the Honeyfarm manages all Honeypot instances.

The deployment setup of the proof-of-principle depicted in Fig. 4 is based
on a three layer industrial network (see Section 2.2). The Honeyfarm, honeypot,
and data buffer share the same host, all running within isolated virtual Docker
containers. The host system is equipped with an Intel i5 6400 processor and a
Nvidia RTX A2000 GPU, while storage is provided via a consumer SATA3 SSD
hard drive. Time synchronisation across all systems is ensured using a network
time protocol (NTP).
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Table 4. Results of each activation phase for both firewalls (n = 100 samples).

Metric Firewall A (ms) Firewall B (ms)

IDS Detection Delay 1, 942.8 ± 558.7 126.2 ± 46.3

Firewall Rule Triggering 650.8 ± 36.1 200.9 ± 137.6

DNAT Activation Time 3, 923.0 ± 44.1 16.7 ± 0.5

Honeypot Startup Time 566.15 ± 30.42

Honeypot Setup Time 7, 608.95 ± 196.66

Model Generation Time 394.15 ± 8.5

7 Results and Analysis

The on-demand activation process is evaluated across two different firewall ar-
chitectures (see Section 6). All measurements were collected over n = 100 re-
peated runs per architecture under identical conditions, using an Nmap port
scan against the OPC UA port of a PLC. The port scan is only used as an
example, as the IDS itself is not in the focus of this work.

The on-demand activation process is further separated into six individually
timed phases: The IDS detection delay spans from the first packet of the Nmap
scan until the IDS logs an alert. The firewall rule triggering time covers the pe-
riod from the logged alert until the firewall acknowledges the redirect command.
This follows the DNAT activation time measuring how long the firewall requires
to apply the redirect rule after receiving the command. In firewall A this is the
time of receiving a REST API call and internally activating and loading the
redirection rule. In firewall B the rule is written directly into an anchor via a
local shell command. The honeypot startup time spans from the API trigger re-
ceived at the honeypot until the Docker container has started successfully. The
honeypot setup time covers the remaining period until the OPC UA endpoint
is reachable by the attacker. The model generation time measures the duration
from the endpoint becoming reachable until the generative AI model finishes
initialising and serves the first dynamically generated value.

Table 4 presents the mean and standard deviation for each phase in the on-
demand activation process over n = 100 runs. As the honeypot startup, honeypot
setup and model generation time are entirely independent of the firewall archi-
tecture in use, the measurements for these three phases are aggregated across
both test environments into a combined dataset of n = 200 runs.

Moreover, three aggregate metrics are derived from these phases (see Ta-
ble 5). The switchover time is the total duration from IDS alert to honeypot
accessibility. The traffic redirection time covers the period from dispatching the
DNAT trigger to the honeypot becoming reachable. The overall on-demand pro-
cess time covers the full span from attack start to honeypot accessibility. All
timestamps are synchronised via NTP to allow cross-host correlation.

The most significant architectural differences are observed in the IDS de-
tection delay, which reduces from 1,942.8ms for firewall A to 126.2ms for fire-
wall B and in the DNAT activation time, dropping from 3,923.0ms to 16.7ms.
As the honeypot startup, setup, and model generation phases are architecture-
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Table 5. Aggregate end-to-end timing metrics for both firewalls (n = 100 samples).

Metric Firewall A (ms) Firewall B (ms)

Overall On-Demand Process Time 10, 512.2 ± 594.0 8, 896.4 ± 247.1

Switchover Time 8, 569.5 ± 202.0 8, 770.2 ± 244.4

Traffic Redirection Time 7, 918.7 ± 205.2 8, 569.3 ± 202.0

0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000 11000
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1. IDS Detection
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2. Firewall Rule
Triggering
3. DNAT

Activation
4. Honeypot

Startup
5. Honeypot
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6. Model

Generation

Overall on-Demand Process Time (10512 ms)

Fig. 5. On-demand activation process for firewall A (n = 100 samples).

independent, they share a combined baseline. Figures 5 and 6 show the on-
demand activation process for each architecture, averaged over 100 runs.

For variant A the honeypot container and the firewall rule triggering are
activated in parallel. The DNAT activation time starts after successful receiving
the API call from the external IDS. The honeypot setup phase runs concurrently
and takes longer overall, making it the deciding factor for the total process time
of 10, 512.2± 594.0ms.

For firewall B, shown in Fig. 6, detection and rule triggering finish within
approximately 126 ms and 201 ms respectively. The pfctl anchor is written in
under 17ms. In contrast to variant A the redirect in firewall B is activated
before the honeypot startup even completes. The overall on-demand process time
of 8, 896.4 ± 247.1ms is therefore determined almost entirely by the honeypot
startup, setup, and model generation phases.

Although firewall B achieves a shorter overall on-demand process time, Ta-
ble 5 shows lower switchover and traffic redirection times for firewall A. This
is caused by the architectural differences in the timing of the honeypot trig-
ger. In firewall A, the slow IDS detection and rule triggering phases consume
approximately 2.6 s before the DNAT trigger is dispatched. During this time,
the honeypot has already been starting, so a significant portion of the startup
and setup phases runs before the switchover and traffic redirection clocks even
begin. In firewall B, detection and rule triggering complete in under 330 ms,
meaning the honeypot has barely started when the DNAT trigger is sent. The
full startup, setup, and model generation time therefore falls inside the traffic
redirection measurement window.
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Fig. 6. On-demand activation process for firewall B (n = 100 samples).

Table 6. Evaluation results for honeypot stability and interaction. Errors relative
to the real CPS are reported as the mean absolute error (MAE) and mean squared
error (MSE), averaged across all normalized variables recorded via an OPC UA client.
Each column reports the mean ± standard deviation over n = 100 samples. For the
stability evaluation, each sample consists of a 60 s recording collected after an increasing
honeypot deployment time tdp with random start time. For the interaction evaluation,
the immediate response of the honeypot to the real CPS is compared to a manual input
of the variable ΘT .

Stability Interaction

Metric tdp = 0 s tdp = 200 s tdp = 2000 s

MAE 0.208 ± 0.005 0.209 ± 0.009 0.220 ± 0.003 0.245 ± 0.094
MSE 0.235 ± 0.014 0.242 ± 0.021 0.263 ± 0.007 0.254 ± 0.127

The inference time of the generative model on the host system is on average
0.34± 0.11 seconds (n = 100 samples). As interaction input is processed during
short idle periods between inference, this also represents the lower bound of the
responsiveness of the honeypot.

Visual samples of the generated data trajectories are given in Fig. 7. It shows
a sample of the generative model output for the programmed procedure and an
interaction sample. In both cases, data trajectories of the real CPS are provided
for comparison. While the overall time characteristics remain consistent between
both, as also indicated by the low MSE and MAE in Table 6, the real CPS ex-
hibits low amplitude higher-frequency dynamics on the angular velocities (Θ̇, Ψ̇),
that are not captured by the generative model. A further important aspect is the
long-term stability of the generative model. As a recursive forecasting strategy
needs to be applied, the generative model is using its previous generated output
as input subsequently. For example, a 60 second window of generated trajec-
tories, as shown in Fig. 7 corresponds to 15 recursions. Results regarding the
stability as MAE and MSE compared to the real CPS over increased operating
time are therefore presented in Table 6 as well.
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Fig. 7. Visual comparison of the honeypot with the real CPS. Left: The programmed
procedure defines target angle trajectories ΘT and ΨT . Right: The target angle ΘT is
overridden via a method call on the OPC UA interface by the attacker in the circled
area. The system response of the real CPS, in a comparable state, is compared to the
generated results. With a MAE of 0.217 and a MSE of 0.252 it represents the average
quality of the generative model.

8 Conclusion

This paper introduces Honeyfarm, a novel architecture for the on-demand de-
ployment of AI-driven honeypots focused on OPC UA communication in ICPS. It
bridges the gap of prior work by integrating generative AI-based emulation with
dynamic activation in a unified framework. To address RQ1, four model design
spaces were characterised, with the operational level design space emerging as
the most practical choice for emulating ICPS behaviour without domain-specific
process models. The generative model initialises from a live system state, which
is provided by a data buffer, enabling seamless behavioural continuity with the
real ICPS upon activation. For RQ2, placement guidelines were established con-
sidering interaction level, deployment mode, and a consolidated network model
based on Purdue. The proof-of-principle evaluation of Honeyfarm is conducted
with two different firewalls. It revealed that the honeypot container initialisation
and its configuration dominate the total switchover time, rather than firewall rule
activation, with the second firewall model (firewall B) demonstrating superior
performance by reducing the total process time to 8, 896ms, (vs.10, 512ms, for
firewall A).

Future Work. While overall the proposed architecture is functional, some lim-
itations are present, which are mainly the result of the dynamic forwarding of
the attacker to the honeypot. First, currently no TCP/IP session handling is im-
plemented for the switchover. The TCP/IP session terminates during honeypot
switchover, potentially enabling the attacker to detect the redirection. To sup-
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port common OPC UA security features, for example, the forwarding of existing
authentication needs to be realised. Similarly, existing OPC UA node subscrip-
tions need to be forwarded to the launched honeypot. Performance-wise, the
system switchover time requires further analysis and optimisation. The primary
contributing factor, the honeypot container startup time, could be reduced using
higher-performance hardware and storage. An additional optimisation involves
forward-streaming the data buffer to bridge the initial model generation time.
However, this contributes only marginally to reducing the total switchover time.
Finally, the scalability of the AI model requires deeper exploration by deploying
the honeypot to mimic more complex ICPS, e.g., a multi-axis industrial robot.
Beyond scalability, the lifecycle management of honeypots requires further de-
velopment, as currently no mechanism exists to terminate the session and expel
the attacker once sufficient behavioural data has been collected. Such automated
shutdown policies and attacker eviction strategies are necessary for deployment
in production.
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