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® Increase in OT incidents

® Require further defence mechanisms “7
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Figure: Documented OT incidents in the recent
years (adapted from [Kap-+26])
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Cyber-Physical System
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Ideally: instant seamless switchover

Requirements
® Transfer the CPS state
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Ideally: instant seamless switchover

Requirements
® Transfer the CPS state

® Redirect to attacker to honeypot

Approach
“"Honeyfarm”

® Managing honeypot instances —
Real CPS
® Coupled to IDS




RQ1 How can an Al-based honeypot be designed for an industrial CPS communicating via
OPC UA considering attacks on industrial-process-level?

RQ2 How can the on-demand deployment of an Al-based honeypot be realised in an
industrial network?
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Model design space: defines what the generative model observes and generates
(adapted from [Mor+23])

Model Design Input Output Attacker
Space Level (Observations) Interact.
Comm. Interface Raw communication = Raw communication responses Level 1 -4
Protocol Deserialised message Protocol-specific responses Level 2 - 4
Operational Cyber-physical state ~ Cyber-physical state trajectories Level 3-4
Physical Process Physical state Physical state trajectories Level 4




Depending on the model design space, further software components are required

N
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=2

Model complexity
and training effort

(d) (Comm. Interf. J—( Protocol Stack}( Server Logic J—( Operat. Logic _ Low

Figure: (a) is at Communication Interface level, (b) operates at Protocol level, (c) at Operational level and (d) at Physical
Process level.




Focus on operational level

OPC UA variables as time-series data

Utilize a multivariate time-series forecasting (MTSF) model (Crossformer [ZY23] )
More extensive evaluation of different MTSF-models in [SaB+25]

[Comm. Interf. ]—[Protocol Stack]—[ Server Logic _
OPC UA over OPC UA Generated
TCP/IP Library Interface Logic




Explore

® Traverse OPC UA interface
=) Generate honeypot interface

Collect Data

® Normal operation

® Override interaction (malicious)
Training

® Apply Standard Scaler

® Optimisation with Ray [Mor+18]
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Resembling a repeated pick-n-place process with 2 revolute joints
8 Variables:
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® Mean Absolut Error (MAE) and Mean Squared Error (MSE)

® Normalized variables, n = 100 runs

Stability Normal cyclic procedure, 60s recording,
taken after deployment time t4, with random start time.

Interaction CPS response to attacker overriding actuator joint angle.

Stability Interaction
Metric tgp =0s typ = 200 s typ = 2000 s
MAE 0.208 + 0.005 0.209 + 0.009 0.220 + 0.003 0.245 + 0.094
MSE 0.235 4+ 0.014 0.242 +0.021 0.263 + 0.007 0.254 +0.127
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Deployment
® TCP/IP session handling
® OPC UA authentication
® Forward-stream data buffer during startup

® Honeypot lifecycle management

Generative Model
® Restore higher frequency components

® Explore more complex CPS, for instance: injection moulding
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