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Vehicle-to-Vehicle communication is a key technology for
achieving increased perception for automated vehicles, where the
communication enables virtual sensing by means of sensors in
other vehicles. In addition, this technology also allows detection
and recognition of objects that are out-of-sight. This paper
presents a trust system that allows a cooperative and automated
vehicle to make more reliable and safe decisions. The system
evaluates the current situation and generates a trust index
indicating the level of trust in the environment, the ego vehicle,
and the surrounding vehicles. This research goes beyond secure
communication and concerns the verification of the received data
on a system level. The results show that the proposed method is
capable of correctly identifying various traffic situations and how
the trust index is used while manoeuvring in a platoon merge
scenario.

Index Terms—GCDC 2016, autonomous driving, cooperative
driving, Vehicle-to-Vehicle communication, trust, reliability.

I. INTRODUCTION

Yearly more than 1.2 million fatalities occur on our roads
worldwide making traffic accidents to one of the globally
leading causes of death [1]. The increasing number of vehicles
on public roads and the goal to reduce the environmental
impact and improve traffic safety combined with the tech-
nological progress leads to research and development in the
area of autonomous and cooperative driving. Davila et al. [2]
published results from the SARTRE project where they investi-
gated the benefits of platooning systems. Their conclusion was
that platooning is safer than manual driving since the vehicle
control system and the vehicle dynamics are fully automated.
In addition, autonomous vehicles have the potential to increase
the comfort for the passengers.

To bring automated vehicles to the market we face con-
siderable safety challenges that may only be overcome by
compound research within local awareness, perception and
driver support enabled by intelligent vehicular systems [3].

Consequently, software has become the major area of inno-
vation within a vehicle, more than 80 percent of the novelty
is achieved by computer systems and their software [4]. The
telematics systems of e.g. Daimler and Kia use the Internet for
exchanging vehicle status information and calls automatically
to the emergency service number in case of an accident [5].
Publicly known projects, such as the self-driving car project!
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from Google, demonstrate the technological progress over the
past years.

Automated driving aims to perceive the environment with
the on-board vehicle sensors, e. g. Global Navigation Satellite
System2 (GNSS), radar, lidar, and camera systems. Due to
the high cost of long range and wide angle sensors and the
limitation of the proximity sensors to only being able to detect
line-of-sight objects, cooperative driving has turned out to be
a reasonable complement. Instead of using expensive high
fidelity sensors, cooperative information has the advantage of
also perceiving out-of-sight objects via wireless exchange of
local information [6]. Consequently, cooperative driving can be
the key technology to increase traffic safety and efficiency [7].

One popular application based on Vehicle-to-Vehicle (V2V)
communication is platooning, or cooperative adaptive cruise
control. For instance, an adaptive cruise control is only follow-
ing the vehicle in front by measuring the speed of the vehicle
and distance to it with the ego (own) vehicle’s sensors. It does
not significantly increase the efficiency of the entire platoon.
With the use of wireless communication to exchange sensor
information, e.g. the intended acceleration of the vehicle in
front, or the speed, position, and acceleration of the platoon
leader, time gaps of less than one second can be achieved [8].
Another field of application is a cooperative interaction to
safely cross an intersection [9].

While driving in automated mode the vehicle fully trusts
its own sensors. A combination of several sensors in a Sensor
Fusion (SF) module [10], [11], [12] gives an accurate rep-
resentation of the local proximity. In a cooperative system
where sensor readings from other vehicles are being shared,
the vehicles will require methods to incorporate those signals
in their own control system. This paper introduces a Trust
System (TS) that evaluates the current traffic situation based
on the sensor readings from both the on-board vehicle sensors
and the surrounding vehicles to support decision making in
the cooperative and automated vehicle.

The TS creates a Trust Index (TI) by considering the quality
of the sensor information provided by the own vehicle and
other traffic participants describing their behaviour as well
as the environment itself. The proposed system is inspired
by Aramrattana et al. [13] where dimensions of cooperative
driving, ITS and automation are described. The proposed TS is
designed to handle the surrounding vehicles (number of actors)
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the environment (individual, local or global scope) and the type
of driving task (operational, tactical or strategical). The use of
this TS allows the decision-making controller to make reliable
and safe decisions when interacting with a specific vehicle or
operating in a particular environment. Moreover, a prototype
of the TS has been tested and evaluated in a Volvo S60 during
the Grand Cooperative Driving Challenge (GCDC)? 2016 in
Helmond, the Netherlands.

Securing the communication between the vehicles and
infrastructure, within the vehicle as well as other security
mechanisms are inevitable for future vehicles. This approach
has to be considered as a model on the system level that
supports the decision making module by indicating the trust
in the perceived situation.

The reminder of the paper is organized as follows. Section II
discusses current research relevant for the proposed model.
Section III presents the proposed approach. Section IV de-
scribes how the results have been achieved. In Section V, the
results of the experiment using the proposed TS are discussed.
Finally, Section VI concludes the paper and presents directions
of future work.

II. RELATED WORK

Recent research within this field has focused on how to
establish trust between agents or vehicles within a Vehicular
Ad-Hoc Network (VANET). The authentication of nodes is
essential for Vehicle-2-Everything (V2X) communication as
well as being able to take counter actions to malicious events
and actions. The setup of a trustworthy connection between
the nodes at the communication level is the base for further
security related applications, such as a TS that evaluates
the sensor accuracy and the behaviour of the vehicles. The
different types of trust establishing techniques are explained
in [14]. Zhang explains in [15] techniques to model trust,
such as entity-oriented (e.g. [16] by Minhas et al.), data-
oriented (e.g. [17] by Raya et al.), and combined trust models
(e.g. VARS in [18]). However, none of these methods deal
with the sensor quality, nor the behaviour of the vehicles or
nodes. They are focusing on evaluating if nodes communicate
the correct events, e. g. slippery road or traffic jam. Models for
distributing the trust values between the vehicles are discussed
by Agarwal et al. in [19]. Considering the V2V information
as a new virtual sensor and estimating a higher accuracy using
SF is described in [12]. The result was only verified within a
simulation environment. Moreover, Bhargava et al. proposed
in [20] a Kalman Filter for calculating a predicted trust. The
results show that the computation of the future trust using a
Kalman Filter has a problem with time varying trust values.
For instance, a constant decrease of the trust value leads to an
increasing error of the estimation.

Trust is a common measure in decentralised systems, such
as Multi-Agent Systems (MAS). Aras et al. discuss in [21] the
relation between trust and uncertainty. The identified sources
for uncertainty in MAS are among others, the uncertainty in
the observation and the uncertainty when using second-hand
information. The authors propose that the trust representation
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has to reflect the uncertainty and it should allow the use
for decision making. One open question is whether it should
be represented by a scalar value or be composed of a more
complex representation [21].

The contribution of this paper is a model on how to present
trust in the own vehicle, the other vehicles, as well as in the
environment. Additionally, this model has been tested in an
environment with other cooperative vehicles.

III. PROPOSED APPROACH

The proposed TS evaluates the current traffic situation by
considering different factors, each represented as a partial TI,
which are combined into one of the TIs presented in this work,
namely the TI about the ego vehicle, surrounding vehicles,
and the environment. The generated TIs are broadcasted to all
modules of the vehicle’s system, which allows, for instance,
the decision making module to include this information when
making decisions. This Section gives an overview of the
vehicle system and data acquisition, followed by the identified
factors that influence the decision making and the calculation
of the TIs.

A. System Overview

The results of the TS are evaluated using team Halmstad’s
GCDC competition car, which provides data from the radar,
inertial sensor data, and V2X communication for perceiving
the environment. The GeoNetworking protocol defined by
ETSI [22] is used for communication. The transmission on
the physical layer is established using the standard for wireless
vehicular communication, IEEE 802.11p [23] and Cooperative
Awareness Messages (CAMs) are used to exchange the sensor
information of the vehicle between each other [24].

The on-board sensors of the vehicle establish the base for
the situation awareness of the ego (own) vehicle. To calculate
the relative position to other vehicles, it is necessary to use a
positioning system via satellites such as GPS (Global Position-
ing System) or Galileo. Many GPS devices provide additional
information about the measured position, the dimensionless
Dilution of Precision (DOP) values. Accuracy describes the
absolute position error, whereas the location error is expressed
by precision. Horizontal DOP (HDOP) and Vertical DOP
(VDOP) characterise the precision of the horizontal or vertical
position solution. Milbert discusses in [25] the behaviour of
these DOP values [26], [27].

Table I lists the variables including their resolution used
in the proposed TS. For a more detailed description of
the exchanged information see the ETSI and the i-GAME
specifications [28], [29]. HDOP and VDOP values are not
included in the afore-mentioned specifications and are thus the
only measurements in Table I that are not being exchanged.
To perform cooperative manoeuvres the ego vehicle needs
to interact with the surrounding vehicles. The most relevant
vehicle is the preceding one, which will be named Most
Important Object (MIO), according to [29].

Providing other vehicles information about oneself enables
the design of more efficient manoeuvres, for example a coop-
erative adaptive cruise controller that reacts smoother to speed
changes using the desired acceleration of the MIO [8].



TABLE I: Relevant variables in a VANET environment.

Type Measurement Resolution
On-board speed over ground 0.01 m/s
longitudinal acceleration 0.1 m/s?
desired long. acceleration  0.01 m/s?
lateral acceleration 0.1 m/s?
yaw rate 0.01 deg/s
Geographical latitude 0.1 pdeg
position longitude 0.1 pdeg
heading 0.1 deg
HDOP -
VDOP -
With respect bearing 0.002 rad
to preced- range 0.01 m
ing vehicle range rate 0.01 m/s
time headway 0.01 s

In this work, a vehicle distance model (VDM) is used that
describes how the Kalman Filter, presented by R. E. Kalman
in [30], is used. The distance to the preceding vehicle can
be obtained by two sensors, the vehicle’s front radar and
the distance between two geographic positions. Consequently,
the distance represented by the two measurements is linear
Gaussian distributed and a Kalman Filter can be used for
fusing this data. Delays and latency of the two observations
can be considered by adapting the variance according to the
delay. The relation between speed, acceleration, yaw rate,
heading, and position is non-linear. Thus, it is necessary to
create a model that represents the relation between these
measurements. Here, a vehicle position model (VPM), based
on an extended Kalman Filter (EKF), is used for sensor fusion.

B. Vehicle Distance Model (VDM)

The VDM combines the distance to the vehicle in front
measured by the radar with the distance using the reported
geographical position. This model includes safety mechanisms
to provide correct, or at least safe, information to the vehicle’s
control system. Fig. 1 illustrates the model for fusing the
distance to the vehicle in front given two different sources.
The geographical position can be the raw data provided by
the GPS device or an already filtered signal. The Distance
Calculation block calculates the ellipsoidal distance using the
geographical positions of both vehicles and their length. The
position of the vehicle is defined as the geometrical centre of
the vehicle.

Sensor data from one of the sensors may be absent due
to e.g. environmental changes such as driving in a tunnel or
on a curvy road, therefore it is important to choose a proper
variance for the data and select the distance to the preceding
vehicle with respect to these circumstances. This procedure is
performed by the Data Selection shown in Fig. 1.

The Data Selection chooses the measurement(s), adapts the
variance, and gives this information to the KF module, which
acts as a one dimensional filter [31]. Thus, use cases like
driving in a tunnel or losing the radar target on a curve are
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Fig. 1: Vehicle Distance Model - linear sensor fusion.

safely considered. Assuming that the distance calculated using
the geographical position is above or below a certain threshold
compared to the radar information, the system will consider
only the radar distance. This procedure ensures that the vehicle
does not crash with the car in front when receiving an incorrect
position from the MIO.

C. Vehicle Position Model (VPM)

The non-linear model, VPM, is applied to both, the ego
vehicle’s sensor data as well as the sensor data provided
via V2V communication by the surrounding vehicles. This
model uses the EKF proposed in [32]. However, it has to be
highlighted, that the sensor data from the surrounding vehicles
cannot be verified with sensors of the ego vehicle.

D. Potential Factors Influencing the Decision Making

Automated and cooperative vehicles are introduced to im-
prove traffic safety and efficiency [2], and to reduce green-
house gases as well as reducing air pollution. However, using
other vehicles’ information as a basis for decision making in a
safety critical system also brings safety and security concerns
with it. In an operational environment, all vehicles might not
provide equally reliable information and thus, a system that
evaluates the received information is necessary.

The vehicular control system needs to adapt to changing
situations as well as the environment. It is therefore desirable
that the system can rely on the information provided by
the surrounding vehicles, in order to make reliable and safe
decisions. The factors that may influence the vehicle’s driving
behaviour or decision making are described below.

a) Sensor Quality: The knowledge about the precision
and accuracy of the surrounding vehicles is important to make
profound decisions based on this information. Sensor quality is
essential when it comes to the data from other vehicles since
the ego vehicle may not be able to verify this information
with its own sensors. The CAM contains fields describing
the accuracy of the measurements, but it might be the case
that the sensor, such as the GPS position, is highly dependent
on the environment and thus the message field might not be
sufficiently updated.

b) Static Environment: Most of the environment along
our roads does not change frequently, e.g. tunnels, bridges,
and guard rails are considered as static. The environment has
a strong impact on our sensors. As an example, the satellite
connection of the GPS device is dependent on the environment,



due to the reflection of electromagnetic waves between tall
buildings within cities.

¢) Dynamic Environment: Loss of messages can be
an indicator of an environmental change. Other traffic, for
example other temporal objects, such as vehicles can influence
the radio communication. During tests with a vehicle able to
use V2X communication, it was experienced that trucks can
block the communication between the preceding vehicle of
the truck and the vehicle in the back, due to the physical
properties of a truck. Identifying that there is a temporary
communication loss caused by another vehicle is necessary in
order to be aware of the current situation.

d) Behaviour: The longitudinal and lateral controller
design depends on the manufacturer or even on the model
of the vehicle. For that reason, it has to be considered how
the vehicle behaves or reacts to certain situations and events.
For example, a vehicle following another vehicle that has a
high velocity fluctuation should be able to compensate these
fluctuations to maintain string stability. One more indicator of
the behaviour is the observation of the vehicles while they are
interacting with each other.

The TS takes the aforementioned factors into account and
provides the software modules of the ego vehicle with a TT and
a map of the surrounding vehicles. The identification of the
surrounding vehicles, especially the MIO, is needed to interact
with each other.

E. Trust Index

The TI is designed for a cooperative automated vehicle
control system and is a scalar value that indicates the current
overall trust. It combines the trust in the environment, in the
vehicle itself, and the trust in the surrounding vehicles. An
absolute TT was chosen for the reason that such an index
is easier to exchange with other vehicles in case of using a
distributed database providing TIs of other vehicles.

To combine different TIs into one integrated index that
describes the overall trust in both the environment and the
vehicles, a weighted average is proposed. The formula for
estimating the weighted average TI is described in Equation 1.

71 = Zozo o Thy O
Zn:O Wn

where

T1 is the combined TI,

N is the total number of TIs,

w, s the weight for that specific TI, and
T1, is the index of a certain TIL

The proposed four TIs are Tlego, Tlnio, Tleny, and
Tl,,. Tl.4, describes the trust in the ego vehicle according
to sensor quality gathered from the VPM, including the
knowledge about the DOP values gathered from the GPS
device. Tl,;, represents the trust in the preceding vehicle
by combining the sensor quality and the behaviour of the
vehicle. The trust in the environment is represented by T,
and the trust in the vehicle i is described by T1,,. Fig. 2
illustrates the partial TIs and their sources that are combined
into one index.

Behaviour, VDM, VPM

VPM
GPS

Bridges,
Tunnels

Wvi

TI

Vi

VPM of a specific vehicle i

Fig. 2: Composition of TI.

1) Trust Index Tlego

This TI indicates the trust of the ego vehicle based on its
own sensor data. Validating the own trust in the sensor quality
is essential in order to create reliable awareness. If the system
is not able to trust its own sensor data, the system will not
be able to perceive the environment correctly and thus the
passenger’s safety of the ego and the surrounding vehicles
would be at risk. The EKF of the VPM provides the Kalman
gain Ky at each time step and reflects how much “trust” it puts
into both the predicted state and the new measurement. The
DOP values provided by the GPS device indicate the precision
of the position.

Fig. 3 illustrates the process of computing T'/.4,. The first
step is to compute a partial TI that contains the quality of the
measured position according to the previously mentioned DOP
values. These dimensionless values can be infinitely large [33].
Consequently, it is necessary to set a limit that indicates a
highly imprecise measurement. This limit is set by the constant
C, since a reliable geographical position is a prerequisite for
cooperative driving. The limit of C = 25 is based on an
experiment with disadvantageous weather conditions, namely
intense rain and clouded sky, where platooning was still
possible. This condition was set to Tlg,s = 0.5. The Position
DOP (PDOP) value is a combination of the former DOP values
and used for further computation [33]. Equation 2 provides the

GPS device
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Fig. 3: Composition of T/.g,.

formulas for calculating T'l.q,. The first step is to compute
the PDOP value and normalise it with a maximum value,
constant C. Next, the Kalman gain is evaluated by calculating
the mean of the diagonal of Kj, which contains the factor



of “trust” for each measurement. The overall TI of the ego
vehicle representing the quality of the sensors is achieved by
applying a weighted average of the indices describing the EKF
and the GPS quality.

Each measurement described by the VPM has the same
weight for calculating TIypps described in Equation 2c. A
higher weight for the position accuracy is not necessary
since the quality of the geographical position itself is already
considered in T1g;.

PDOP = VHDOP? + VDOP -
Tlvpm = w .
Tlgo = Weps * Tlgps + wypm - Tlypy o

Weps + Wvpm

2) Trust Index Tl,;,

T Inio and T1,,, are both combining trust in the measurement
quality and trust in the behaviour of the other vehicles. A
definition of correct or wrong behaviour is highly complex
since one can consider many factors that help to define
behaviour. A survey of the factors expressing the behaviour
of a vehicle is shown in this Section.

Vehicle behaviour can be described through observing his-
torical data generated by the vehicle while driving. Fig. 4
illustrates the identified factors that help to conclude about the
vehicular behaviour. The current velocity provides information
about the cautiousness of the driver or automated system.

Speed according to road
limit and condition

Speed fluctuation
(controller design)

Performance of scenarios
(interaction, cooperation)

Reaction to /
misbehaving vehicles

Fig. 4: Factors describing the behaviour of a vehicle.

The system of other vehicles might do something wrong or
unexpected due to lack of perception. Vehicles have to react
properly even if other road users make mistakes.

The interaction with the surrounding traffic is important
for cooperative driving. The main requirement for cooperative
driving is using a common interaction protocol.

a) Speed Fluctuation: The stability of the speed of
the MIO can be considered by analysing the speed profile.
A condition for using the velocity profile of the MIO is
a second sensor that is able to measure the speed of the
preceding vehicle. A front radar is able to detect the distance
and calculate the range rate to any obstacles in front. The
range rate is defined in [34] as the rate of the change of the
distance to the obstacle as defined in Equation 3a.

. dR
R=" 3
7 (3a)

(3b)

Vmio = Vego t R,

where

R is range or distance to the detected obstacle,
R s range rate, and
v is the velocity of the MIO or ego vehicle.

Equation 3b shows the calculation of the preceding vehicle’s
speed considering the speed of the ego vehicle and the range
rate R of the MIO. The range rate in m/s provides information
about the change of the distance in metres. The formula is
only valid if the preceding vehicle is moving in the same
direction as the ego vehicle. This requirement is fulfilled while
the vehicles are driving on a straight road however it might
be invalid in curves.

b) Interaction: This TI is GCDC specific, but can
be applied to other interaction protocols as well. The com-
munication between the vehicles during a scenario can be
observed as long as they are within communication range of
the ego vehicle. The highway scenario, scenario 1, of GCDC
2016 relies on the correct pairing of the vehicles in order to
perform a safe merge from one lane to the other. The pairing
procedure is described in the i-GAME deliverable 3.2 [29] and
in [35]. The lack of interoperability can be a cause for wrong
interactions. Observing a wrong pairing of the MIO, or another
vehicle around the ego vehicle, can be used for consideration
in both T'1,,,;, and T1,,.

Another measure to validate the correct implementation
of the interaction protocol is the observation of the Safe-
to-Merge (STOM) message. Vehicles that have paired up
correctly are making a gap relative to their pairing partner.
As soon as the vehicle that is making a gap for a merging
vehicle decides that the gap is large enough to merge, it
sends out a STOM message. Observing the created gap when
the STOM message is sent can be used to verify the trust
in the vehicle when interacting with other vehicles. Future
scenarios for cooperative and automated driving may provide
more accurate measures to be considered in a TL

c) Recommended Speed: The speed of the preceding
vehicle indicates how safe it is driving. Considering the
weather and the road conditions in combination with the
knowledge about the current speed limit allows to conclude
a recommended speed for safe driving.

d) Reaction to misbehaving vehicles: The reliability
of the vehicle’s control system is important and should be
considered in the TI computation for each vehicle. The ego
vehicle has to know, if the vehicle is not able to react
to misbehaving vehicles properly, because the safety of the
passengers in the vehicle itself and the surrounding vehicles
might be at risk. Analysing the behaviour of all vehicles
and evaluating the reaction of the surrounding vehicles needs
significant computational power and different types of sensors
are required.



e) Composition of Tl,,;,: Fig. 5 illustrates the measures
that can be considered in T'1,,;,. Interaction can be used to
signal how well the vehicle cooperates with others, e.g. if
it pairs and sends STOMs correctly. The degree of the speed
fluctuation is mapped using a predefined table and represented
as the factor Speed Fluctuation. Taking into account the factors
weather, road condition, and current speed limit, allows the
computation of the recommended speed using inference. A
comparison of this recommendation and the actual speed of
the preceding vehicle is mapped to the partial TI Speed. The
VDM and VPM described in Sections III-B and III-C provide
information about the sensor quality of the vehicle in front.
The reaction to misbehaving vehicles is expressed as the sixth

factor to be considered for T1,,;,.
TI - Vehicle
Position Model

TI - Interaction

Correct pairing
when merging

Vehicle sent
STOM
correctly

TI — Speed Fluctuation

Speed
monitoring

Range to TI : v v
mapping

TI - Speed

A,
3
5

Weather
and road
condition

Inference

Engine NGRS
Recommended ol

speed 1

Current
speed limit

Speed of
il Mo

Reaction to
misbehaving
vehicles

Radar/GPS
Comparison

Distances Match
(true, false)

Fig. 5: Composition of T1,,;,.

Fig. 4 illustrates the factors that potentially influence the
TI. Moreover, Fig. 5 shows the composition of T1,,;,. Since
the competition car was not able to perceive all the mentioned
measures, such as the current speed limit, road condition, and
the observation of the reaction to misbehaving vehicles, this
work focuses on the following four factors: the result of the
VDM and VPM using an EKEF, the speed fluctuation, and the
performance when interacting with other vehicles.

3) Trust Index Tl,,,,

The environment is categorised into static and dynamic.
Roads, tunnels, bridges and the information about rural or
urban areas are considered as static. Changes in the dy-
namic environment may be communication disturbances due
to vehicles that block the radio waves e. g. a truck. Research

about algorithms deciding what should be forwarded by the
truck in order to enable the communication for all vehicles
within a certain range is ongoing. Larsson proposes in [36] a
performance centric forwarding algorithm.

Deciding whether being in an urban or rural environment
can be made using several different methods. One method is
to use a map of a navigation software. Another approach is
using the PDOP value which is provided by the GPS device.
By considering this precision information, it can be deduced
if the vehicle is driving in a city, tunnel, under a bridge or on
a highway. A less precise geographic position is common in
cities, due to the reflection of the electromagnetic waves by
buildings. An indicator that the vehicle is driving in a tunnel
is the lack of position updates and high HDOP and VDOP
values.

The knowledge of the environment, such as the information
that the vehicle is in a city, is important. The situation
awareness has to be increased when driving in cities, due to
dense traffic, bicyclists, pedestrians and other vulnerable road
users.

TI.,, considers the PDOP value for indicating the trust in
the environment. Moreover, T ., is being stored in a database
for prospective use. The mapping of a Tl,,, perceived in the
past is accomplished using circles of a certain size, e.g. 5
metres.

4) Trust Index T1,,

This TI is similar to T1,,,;,. A system with enough resources
for computation can observe and evaluate the interaction of the
surrounding vehicles with each other. Moreover, more sensors
and different types of sensors are needed in order to evaluate
the precision of the other vehicle’s information.

Another challenge is the calculation of a TI considering ob-
servations made by other vehicles. More sensors can increase
the perception of the ego vehicle, but they can only be used to a
certain extent. The system has to rely on the V2V information
in case a vehicle cannot be perceived with the own sensors. For
example, the distance between two vehicles can be compared
with the calculated distance using the geographic position and
the reported distance to the MIO.

FE. V2V Perception

The perception range of the vehicle is strongly dependent
on its level of automation. A fully autonomous vehicle has
to make all decisions on its own as the driver is not in
the control loop anymore. Thus, it needs to detect obstacles,
other vehicles, pedestrians, traffic lights, speed limits, lanes
markings and road conditions. The system used to evaluate the
proposed concept has a limited perception and a longitudinal
controller whereas the lateral control is performed manually.
This restriction decreases the number of sensors needed to be
able to drive automatically.

A map of the surrounding vehicles is essential for fulfilling
the interaction of the scenarios described in [29]. The system
needs to identify the vehicle in the front right/left as well as
the vehicle behind on the right lane. To generate a map that
fulfils this requirement with the available sensors, the system
has to rely on the reported vehicle position provided via V2V



communication, because only the position of the vehicle in
front can be verified with the built-in radar. This approach
has been chosen for the reason that the ego vehicle used
for the TS has a limited perception. Vehicles with a more
advanced perception should rely on their own sensors and
consider the correctness of the information provided via V2V
communication in the vehicle specific TI, T1,,.

The identification of the surrounding vehicle’s position can
be determined by considering the lane in which the vehicle
is currently driving in or by computing the relative angles to
the vehicles with the shortest distance. Both approaches are
computed and further on combined with each other in order
to achieve a more robust identification of the vehicle’s relative
position.

a) Lane: The CAM as well as the i-GAME Cooperative
Lane Change messages (iCLCMs) contain a field describing
the lane in which the vehicle is currently driving. The CAM
lane is an integer in the range of —1 to 14. —1 refers to a
position outside of the road, O is the hard shoulder and 1 is
the outermost driving lane [28]. By taking the lane position of
the vehicle into account, the algorithm is more robust against
misidentified vehicles.

b) Angles: Considering only the relative angles of the
vehicles and their distance provides a more robust identifi-
cation of vehicles that are sending an incorrect or no lane
ID. The downside of only using this algorithm for identifying
the relative position of the surrounding vehicles is the risk of
misclassification of vehicles when driving in a curve.

A method that combines both proposed algorithms takes the
advantages of both. Vehicles in the GCDC 2016 mostly sent
the correct lane ID and therefore, this algorithm is used as a
base. In case a vehicle is identified at another position by the
map that considers only the angles and the distance, this field
is also updated in the overall map. This approach allows false
positives, as it possible that one vehicle is identified at two
places, for instance front-left and front.

Fig. 6 illustrates the ego vehicle and the relative position
description of the surrounding vehicles. The first letter contains
the information if the car is in the front of the vehicle or behind
it, while the other letter indicates left or right. The blue areas
indicate the angle range that is used for classifying the position
of the vehicles.
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Fig. 6: Illustration of the map and the classification of the
surrounding vehicles.

IV. EXPERIMENTAL INVESTIGATIONS

The developed TS is evaluated with data from the highway
scenario of the GCDC, because this scenario relies the most on
the interaction with other vehicles via V2V communication.
This Section introduces the car, the GCDC highway scenario,
and the parameters used for this experiment.

A. Car Setup

The proposed system has been implemented in a Volvo S60
provided by Volvo Car Corporation and tested and evaluated
during and after the GCDC 2016. Java* was chosen as the
primary programming language for realising the different
functionalities of the car from team Halmstad. The communi-
cation between the modules of the system was achieved with
Lightweight Communications and Marshalling (LCM)>. The
benefit of using LCM is the ease of replaying log data and the
real time observation of the exchanged data.

The competition car was equipped with antennas for the
differential GPS and for the wireless communication. In addi-
tion to the antennas, there were two lights indicating whether
the vehicle is in automated (green light) or manual (red light)
mode.

The power is provided via a 12 V to 220 V power converter
which is attached to an uninterruptible power supply. The com-
munication between the devices is established with a wireless
router. The V2X communication with the other vehicles and
infrastructure is provided by the Alix System Board alix2d3°.
To ensure a certain accuracy of the geographical position in
the range of +/—10 cm in standstill, a differential GPS device
is needed. The dSPACE MicroAutoBox, provided by Fengco
Real Time Control AB, is used as the interface between the
system and the car. Furthermore, the MicroAutoBox executes
the low-level longitudinal controller. The system of the com-
petition vehicle is executed on a computer, which is located
in the front passenger seat.

B. Highway scenario

The highway scenario took place on the highway A270
between Eindhoven and Helmond in the Netherlands. Due to
speed limitations of some participating vehicles, this scenario
was split into two heats, one high speed and one low speed.
In the high speed heat, the vehicles in the right lane, lane B,
were driving with a speed of 60 km/h and the vehicles on the
left lane, lane A, were driving at 80 km/h. In the low-speed
heats the speed of the vehicles in lane A was 45 km/h and in
lane B 40 km/h.

The highway scenario is split into four phases, pace making,
parallel pairing, sequential pairing, and the merging phase.
Fig. 7 illustrates phase III of the highway scenario, when the
pairing between the vehicles is completed [29], [35].

“https://java.com/en/
Shttps://lcm-proj.github.io/
Shttp://pcengines.ch/alix2d3.htm



a) I: Pace Making: At the beginning, the OPCs are
bringing the vehicles into the right position. As soon as the
vehicles are correctly positioned, a roadwork message is sent
to all participants. The roadwork message implies a roadwork
on a certain lane (lane A) and the reduction of all vehicles’
speed to 40 km/h.

b) II: Parallel Pairing: A merge request triggers the
so-called B2A pairing, which means that the vehicles on the
right lane are setting their forward pair, the vehicle on the
front-left, in the iCLCM message. This pairing is performed
in parallel by all vehicles. Additionally, their forward partner
acknowledges the pairing by setting them as its backward pair.
When the B2A pairing is done, the vehicles in lane B create
a gap so that their forward partner can merge in front of it.

c) IlI: Sequential Pairing: After a certain time, the lead
vehicle on the left lane pairs up with the vehicle on the front-
right and creates a gap. The front-right vehicle is identified
as the MIO of the backward pair. As soon as the gap is large
enough, the backward pair of the lead vehicle sends out a
STOM message indicating that the gap is large enough for the
lead vehicle to merge.

d) 1V: Merging done: After merging, the lead vehicle
adapts its parameters to the right platoon and the new lead
vehicle on the left lane can start with the A2B pairing.

(M2R) (Wom) oeca
g G III: Sequentia
(3R ) (HIm) OPCB b iring (A2B)

Fig. 7: Phase III of the GCDC highway scenario
(reproduced from [29, p. 8]).

During the competition, one case was experienced, where the
communication to all vehicles in front of two trucks driving
next to each other on two adjacent lanes was blocked due to
their physical properties. The only available information about
the vehicles in front is the MIO information transmitted by
the trucks via the iCLCM message. With this information, the
system of the vehicle has the knowledge that another vehicle is
in front of its MIO with a certain distance. Other information,
such as the preceding vehicle of the MIO of the truck cannot be
gathered and thus an increased situation awareness is necessary
for a correct evaluation of the situation.

C. Parameter Settings

The data gathered during the competition has been logged
according to the requirements of the competition shown in [37]
and with the use of lcm-log. The generated LCM logs can be
played with the Icm-logplayer. Moreover, the logs were created
for each module individually as a separate file containing
only the received or transmitted data. Thus, it is possible to
playback the log of the TS containing all information that the
TS received. The use of recorded data was chosen for the
reason that it is data from a real situation, which includes
the interaction with other vehicles, sensor inaccuracies, and
communication delays.

The weights of the TIs were chosen manually to demon-
strate the general idea of the TS. All TIs, except Tlego,
have the same weight. T, has a higher weight because it
describes the trust in the ego vehicle. Equation 4 shows the
specific weights. It should be noted that the only appearance
of TI,, is Tlf,q and has thus been weighted with the same
weight as T1;0.

Wmio = Wy; = Weny = 3; Wego = 5; 4)

Moreover, the adjusted weights for Tl.4, described in
Section III-E1 are listed in Equation 5.

Weps = 025, wypm = 075, (5)

V. RESULTS

The results are shown as graphs illustrating the TI during
different heats and different placements of the vehicle within
the two platoons. The partial TIs are depicted in the same plots
to show the composition and highlight the influences of each
component. The generation of the TI has been simplified due
to the limited performance of the system of the competition
car. To ease visibility in the plots, the TIs have been filtered
with a moving average filter with a twelve second window,
which has been experimentally selected.

A. Vehicle merges into right lane

Fig. 8a illustrates the TI and the speed profile of the test
vehicle during a low-speed heat. The speed profile is shown for
the sake of completeness and omitted in further figures. The
behaviour of T'l.g, is stable with a value at around 0.84 until
the vehicle merges. A level between 0.8 and 0.9 indicates for
the decision making algorithm that the information of the ego,
the other vehicles, and the environment is reliable and that the
vehicle can decrease or keep its distance to the MIO. Whenever
the TS does not have the necessary information to calculate a
partial TI, it will omit it in the TI calculation. In a future
implementation one may mark certain information sources
as mandatory or optional. This way, the lack of information
would be also considered in the TIs.

Tl.q, decreases as soon as the TS has more information
about its geographic position, which is shown by the appear-
ance of Tl.,, that considers also the precision information
(PDOP value) gathered from the GPS device. The late ap-
pearance of the PDOP value is caused by the GPS device that
never provided this information in this area (until r = 340 in
Fig. 8a). It shows the influence of the knowledge about the
environment on T/, and Tlego. Ty, is calculated by using
the current PDOP value or a T1l,,, from the area close to
the vehicle that was perceived in the past. Moreover, T,
decreases at second 460 due to a change in the environment
— trees covered the road and caused a decrease of the GPS
precision.

Comparing T1,,;, before and after the merge shows that
there are different vehicles in front of the ego vehicle. It
also indicates that the MIO after the merge is more reliable
compared to the preceding vehicle before the merge. The
vertical blue line indicates the time when the merge to the right
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Fig. 8: Experiment I: Highway scenario starting from the left
lane.

lane has finished. It can also be seen that T'1,,;, is decreasing
while the merge is being performed because the system cannot
detect the correct MIO during that phase and thus the radar
match is negative.

The forward partner is only set within the B2A and the
merging phase. T'1y,,4 describes the trust in the forward partner
and is thus only calculated within these phases. This TI
originates from T'1,,.

An extract of the TI during the merge from second 250 to
380 can be found in Fig. 8b. It shows TIf,, in more detail
and it also illustrates the behaviour of T1,,;, during the merge.

The decreased TI during the merge can be used to inform the
decision making module that it has to decrease its trust into the
current situation. However, the lane change has to be treated
as a special case, since the car has to keep its speed in order
to not interfere with the interaction protocol. Furthermore, the
trust in the new preceding vehicle is stable with a value of
around 0.9, because the match between radar distance and
geographical position is more accurate than with the previous
MIO. This information can be used to maintain safety while
decreasing the time headway or the distance to the preceding
vehicle when this vehicle provides reliable data, i.e. has a high
TL
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Fig. 9: Experiment II: Highway scenario starting from right
lane.

B. Making gap for vehicle to merge

In the highway scenario, when the vehicle starts in the right
lane, it does not need to change the lane. It creates a gap with
respect to its forward partner on the left lane and sends out
a STOM message as soon as the gap is large enough for the
forward partner to merge.

Fig. 9 depicts the composition and behaviour of the TI and
Tlyio- Tlego shown in Fig. 9a is also stable and changes when
the PDOP value occurs. The behaviour of Ty, is similar
to the one presented in Fig. 8a. First, Tlf,q is lower and
increases with the experience gathered about the vehicle. It
shows also the same behaviour during the merge. As soon
as the vehicle, in this case the forward partner, changes the
lane, T'1,,;, is decreasing significantly due to the change of
the ego vehicle’s preceding car. Furthermore, the new MIO
has a lower TI compared to the previous one. This is caused
by a continuous misidentification of the MIO. Due to this
misidentification, the observed values with the radar and the
reported data via V2V communication do not match, the TI
decreases. The reason for this continuous misidentification
is a low accuracy of the received geographical position. It
was experienced that the new preceding vehicle had provided
delayed position data and thus the system could not identify
it correctly.



Fig. 9b depicts the partial TIs used to calculate T1,,;,. For
a better illustration of the TIs, the same moving average filter
has been applied. This filter is the reason why the TI of the
radar is not binary. The forward partner becomes the new
MIO after the merge. Since Tlf,q only uses the VPM for
calculating this index, T'1,,;, does not necessarily match with
Tlfyq. The behaviour of T1;, is strongly influenced by the
result of the radar match. After the merge, from second 300
to 510, the measured radar distance differs from the distance
using the geographical position. The evaluation of the radar
match is performed within the VDM of the system of the car
as described in Section III-B.

The identification of measurement mismatches by compar-
ing the own sensor data of the ego vehicle with the reported
data is important for situation awareness. The implemented
controller did not have any problems with following this
vehicle in a platoon because the system relies, for safety
reasons, in such cases on the radar information. The decreased
Tl tells the other modules of the system that the reported
data can not be fully trusted.

The graph shows that the trust in the new MIO after the
merge is about 0.6. Comparing the overall TI of the system
highlights that the situation awareness has to be increased. A
possible reaction to this behaviour can be an increased time
headway or distance to the preceding vehicle. An overall TI of
less than 0.5 means that the TS has evidence for not trusting
this vehicle and the gap to the preceding vehicle has to be
increased.

C. Unreliable Geographical Position

The proposed system has to rely to a certain extent on the
geographical position provided by the other vehicles because
the system is only able to verify the position of the preceding
vehicle and the VPM is not capable of improving the position
of highly inaccurate position data or unreliable data. One
case was experienced in the course of the GCDC where the
intended forward partner provided unreliable position infor-
mation.

The introduced TS is able to improve the geographical posi-
tion of a vehicle by considering the inertial sensor information,
but it cannot improve the position of highly inaccurate mea-
surements that provide changes in the position from +/-80
metres. Fig. 10 illustrates such a situation. The position of the
competition car is plotted in blue as a reference. The red curve
shows the position of the forward partner. As can be seen,
the geographical position of the other participant’s vehicle is
fluctuating to a large extent. Unfortunately the source of the
disturbance is not known and could not be investigated. From
experience the characteristics of the disturbance indicate that
it may be caused by synchronization problems with the Real
Time Kinematic (RTK) base station.

Vehicles which provide such an unreliable position cannot
be identified with the current implementation of the proposed
TS. This is caused by the competition car’s limited perception
with its own sensors. For computational reasons, only vehicles
that behave properly to a certain extent are monitored, i.e.
vehicles with large fluctuations in position can not be followed
with the use of the VDM.
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Fig. 10: Unreliable/Inaccurate geographical position

VI. CONCLUSION

This paper presents a Trust System (TS) capable of per-
ceiving the local environment and generate a Trust Index
(TI) describing the overall reliability of both the on-board
vehicle sensor data as well as the data received through
V2V communication. The TS perceives the vehicle’s local
environment and generates a TI indicating the system’s level of
trust in the sensor readings and their reliability at any given
time instant. The TI is within the range O to 1, and takes
several factors into account e.g. the environment itself, the
ego vehicle, the other vehicles, and in particular the preceding
vehicle. The TI is broadcasted to the modules of the vehicle’s
system to inform them about the current situation and allow
them to consider it when taking actions.

The evaluation of the sensor accuracy of the ego vehicle and
the other vehicles is performed with the vehicle distance model
(VDM) and the vehicle position model (VPM). The VDM
describes the relation between the distance measured with a
radar and the distance based on the provided geographical
position. A kinematic model of the vehicle in combination with
an EKF has been implemented in the VPM. The TS generates
the TI based on various factors that can influence the situation
awareness.

The results of the TS are illustrated and discussed. The
behaviour of the TI in various situations shows the correct
identification of situations, where the preceding vehicle has a
lower reliability and thus a lower TI is assigned to the vehicle.
A discussion about the possible influences of the proposed
TS in decision making is also given and indicates that, to
maintain safety while the TI is low, the TS can suggest to
increase the time headway to the preceding vehicle or reduce
the own vehicle’s speed. The overall TI consists of several
partial TIs, future work may include adaptive weighing of
these TIs in different situations. This can be achieved through
further testing in various situations.
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